
Information Technology and Management 3, 25–41, 2002
 2002 Kluwer Academic Publishers. Manufactured in The Netherlands.

Software Errors and Software Maintenance
Management

RAJIV D. BANKER
Carlson School of Management, University of Minnesota, Minneapolis, MN 55455, USA

SRIKANT M. DATAR
School of Management, Stanford University, Stanford, CA 94305, USA

CHRIS F. KEMERER
Katz Graduate School of Business, University of Pittsburgh, Pittsburgh, PA 15260, USA

DANI ZWEIG
Pittsburgh, PA 15218, USA

Abstract. A management model for explaining software errors is developed and estimated. The model is
used to analyze two years of error log data at a commercial site. The focus is on identifying manageri-
ally controllable factors which affect software reliability. At the research site, application systems which
(1) underwent frequent modification; (2) were maintained by programmers with low levels of application
experience; (3) had high reliability requirements, and (4) had high levels of static complexity all showed
particularly high error rates, other things being equal. It is suggested that that managers can make quantified
judgements about the degree to which they wish to reduce error rates by implementing a number of pro-
cedures, including enforcing release control, assigning more experienced maintenance programmers, and
establishing and enforcing complexity metric standards.
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1. Introduction

The study of software reliability has generally focused upon the prevention and elimina-
tion of errors in newly developed software. The goal of such research is the production
of software which is as close as possible to being error-free. However, even error-free
software does not remain error-free; for every dollar spent on development, at least two
or three dollars will eventually be spent on subsequent maintenance1 – and every mod-
ification to existing software can result in the introduction of new errors [17]. Since
software maintenance is an ongoing process required to keep software useful, poorly
managed maintenance can result in a steady stream of errors throughout the life of the
software.

1 The term “maintenance” refers to the correction of errors, the implementation of modifications needed to
allow an existing system to perform new tasks, and to perform old ones under new conditions [25].
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The direct costs of error correction are estimated to exceed $10 Billion a year
worldwide [7,25]. Potentially even more serious is the disruption associated with soft-
ware errors. In the best of cases, software failure will inconvenience the operators or
users who suffer it and the programmers who must correct it. In the worst cases it can
threaten the credibility and viability of an organization.

What can be done to reduce the incidence of software errors and their associated
costs? This article develops an explanatory model of error rates in software under main-
tenance, with a particular focus on determining the degree to which error rates can be
explained by managerially controllable factors.

The results of an empirical implementation of this model are presented. Thirty five
commercial application systems were tracked over a two year period at a commercial
bank. In addition to enabling the prediction of error rates, the model provides guidance
to those wishing to reduce them, in terms of identifying relevant factors and their impact.
The analysis of these data suggests that managers at the research site can significantly
reduce error rates, and allows for appropriate cost-benefit calculations to be done.

2. Previous research and conceptual model

2.1. Error rate prediction models

Most of the research on software reliability deals with the subject from the developer’s
point of view. It is assumed that software errors are introduced at the time the software
is written, and then discovered either in testing or later in the life of the system [34].
There is a body of research which predicts the rate at which the errors will be found over
time. This research typically models the discovery of errors as a Poisson process [15,27].
Extensions of this model can account for the introduction of new errors in the process
of eliminating old ones [24,31]. Such an approach may enable researchers to fit a curve
to observed error data, but it has little explanatory power. Its primary purpose is not
to explain or prevent errors, but to aid testers in estimating the number of errors still
undiscovered, and to suggest optimal testing strategies [29,30].

2.2. Factors affecting error rates

Conceptually, variations in error rates are expected to be a function of either the software
system itself, or factors in the maintenance environment. There is a maintenance process,
which takes the previous version of the system as its main input, but is also affected
by other factors, such as the skill of the maintainers who are doing the work, and the
application’s required reliability. This conceptual model is pictured in figure 1, and
follows from earlier work done by the researchers at the same data site [22,36].

This research has resulted in published papers dealing with the productivity of soft-
ware maintainers [2,3] the measurement of software complexity [6], and the relationship
between complexity and software maintenance productivity [4]. In this paper the focus
of the research is on software reliability, or, more strictly speaking, software errors (the
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Figure 1. Conceptual model of maintenance process.

absence of reliability), and the appropriate related research is also on software reliability
and software maintenance.

Reliability of existing systems has been examined in several research studies that
have identified static characteristics of the system that contribute to higher error rates.
Most of these characteriscs can be described as software size and complexity. Table 1,
adapted from [23], summarizes some of the most relevant research in this area.2

Several researchers have suggested that size, measured in thousands of lines of
code (KLINES), is a good predictor of errors.3 Gremillion in a field study of PL/1
programs, found this to be a useful explanator for the number of repair requests, which
is suggestive of a measure of the number of errors [19]. Similarly, Lind and Vairavan, in
a field study of a medical imaging application, found that KLINES was correlated with
the development effort associated with repair changes to existing code [26].

However, beyond this simple measure of size, a number of researchers have argued
for relationships between more sophisticated measures of complexity and ultimately
greater levels of effort to correct software defects. Henry and Kafura and Card and
Agresti were among the earliest to note this relationship [12,20]. Beyond these results
researchers have focused on examining specific relationships within the area of software
structure complexity. Basili and Perricone and Shen both found evidence between errors
and the size of modules [8,33]. Benander et al. in a study of student COBOL programs,
found that programs containing GOTOs were more likely to have errors [10]. Most re-
cently, Banker et al. found a strong relationship between not only module size and effort,
but also with procedure size and the use of the GOTO construct [4].

There are factors other than static systems complexity that are also suggested
in the prior research to affect error rates. Some of this research is summarized in ta-
ble 2.

Chong Hok Yuen analyzed nineteen months of error reports for a large (five thou-
sand modules) operating system [13]. High error levels were found to be associated with

2 There is an extensive literature outside of the narrower focus here of software maintenance. Interested
readers are referred to the books of [16,28,35].

3 Both KLINES and Function Points are widely used measures of software size. Function Points are the
preferred measure under certain circumstances, e.g., for estimation purposes early in the life cycle when
Function Points are easier to estimate than KLINES, or for ex post analyses of multiple systems imple-
mented in different programming languages. Since neither of these circumstances held in this analysis,
use of KLINES is believed to be appropriate.
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Table 1
Software maintenance research, existing system.

Author Publication Dependent variables Reported results

Gremillion
(1984)

Communications
of the ACM

Number of repair
requests

Lines of code was determined to be
the most accurate predictor of repair
request volume. Repair request in-
creased as a function of size and fre-
quency of use-related to complexity
and age.

Lind and Vairavan
(1989)

IEEE
Transactions on
Software
Engineering

Number of changes
to the code (errors)

Lines of code correlated with the
development effort as well as their
more sophisticated standard com-
plexity metrics.

Henry and Kafura
(1981)

IEEE
Transactions on
Software
Engineering

Number of changes Complexity measure highly corre-
lated with number of changes made,
suggesting that complexity metrics
may predict error rates.

Card and Agresti
(1988)

Journal of
Systems and
Software

Number of errors,
effort

Changes in measured complexity ac-
counted for 60% of the variation in
error rate.

Basili and Perricone
(1984)

Communications
of the ACM

Number of errors Larger modules appear significantly
less error prone (per LOC).

Shen et al.
(1985)

IEEE
Transactions on
Software
Engineering

Number of errors Smaller modules have a higher rate
of errors per LOC than larger mod-
ules. Metrics related to amount
of data and the structural complex-
ity (number of loops, conditional
statements, and Boolean operators)
proved to be the most useful in iden-
tifying error prone modules at the
earliest stages of testing.

Benander et al.
(1990)

Journal of
Systems and
Software

Correctness,
debugging time,
structure and style
measures

Programs containing GOTOs were
found more likely to have errors,
took longer to debug, and had worse
structure than GOTO-less programs.

Banker et al.
(1993)

Communications
of the ACM

Effort, productivity Module size, procedure size, and the
use of complex branching were all
found to significantly affect software
maintenance costs.

high levels of system activity. In addition, newly-modified portions of the system tended
to experience high error rates. This is presumably due, at least in part, to the infusion
of errors during the maintenance process. Both these observations are consistent with
stochastic models of error detection and suggest that systems undergoing a significant
amount or frequency of change tend to have higher error rates.
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Table 2
Software maintenance research, environmental factors.

Author Publication Dependent variables Reported results

Albrecht (1983) IEEE
Transactions on
Software
Engineering

Effort Systems with high reliability re-
quirements were expected to require
additional effort.

Boehm (1984) IEEE
Transactions on
Software
Engineering

Effort Systems with high reliability re-
quirements were expected to require
additional effort.

Chong Hok Yuen
(1985)

Proc. of the Conf.
on Software
Maintenance

Error reports High error levels were found to be
associated with high levels of system
activity. In addition, newly-modified
portions of the system tended to ex-
perience high error rates.

Schaefer (1985) Proc. of the Conf.
on Software
Maintenance

LOC added,
changed, deleted

Error rates not uniformly distributed
but rather tend to ‘clump’ in error-
prone modules. Notes that software
components produced by inexperi-
enced staff are likely to be more er-
ror prone.

Curtis et al.
(1989)

Journal of
Systems and
Software

Number of errors,
effort

Natural language was less effec-
tive than constrained language or
ideograms in aiding programmer
comprehension. One third to one
half of the variation in overall per-
formance was attributed to individ-
ual differences among participants.

Banker et al.
(1993)

Communications
of the ACM

Effort Maintainer application experience
was found to significantly affect
software maintenance costs.

Another source of errors is the use of maintainers with low levels of experience
with the application being maintained. Curtis, in a laboratory experiment, found that as
much as one half of the variation in overall performance could be attributed to differences
between individual programmers [14]. Schaefer and Dunn also cite inexperienced pro-
grammers and volatility of specifications as major contributors to error-proneness [32].
Most recently, Banker et al. have shown that lack of application experience was a major
source of variation in maintenance effort, and therefore might also contribute to higher
error levels [4].

A final factor that has been proposed is based on the intuitive idea that systems
with high performance requirements require more effort to develop and maintain [1,11].
It could therefore be expected that, failing such additional effort, these systems may
develop greater numbers of defects.
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3. A model of software reliability under maintenance

Given the previous research, it seems appropriate to test the following factors for their
relationship with error rates:

• Static software system factors:

•• size;

•• complexity.

• Dynamic software system factors:

•• operational frequency;

•• volatility.

• Environmental factors:

•• maintainer experience;

•• performance requirements.

Error rate is modeled as a stochastic variable whose mean varies from applica-
tion system to application system, specifically as a multiplicative function of several
explanatory variables pertaining to those systems. A multiplicative form is used because
the impact of each variable is believed to be higher for higher levels of other explanatory
variables rather than independent of other variables as in a linear model. In particular,
the error rate is modeled as a random draw from a lognormal distribution with mean
Lambda (λ), where

λ(mean error rate) = f (static software factors,

dynamic system factors, environmental factors),

where f (·) is a multiplicative function.
The model developed here draws upon prior research for its explanatory variables:

Error rates are expected to be higher for complex and volatile systems, systems with high
levels of activity, and for systems being maintained by inexperienced programmers. The
number of errors detected is expected to vary in a given application system from period
to period, however, because of the inherently random nature of the way in which ongoing
use continues to surface hitherto-unsuspected errors.

The measures used in the model developed here are described below and imple-
mentation details are summarized at the end in table 3.

3.1. Existing system factors

3.1.1. Static software system factors
System size (KLINES – thousands of source lines of code) was employed as a measure
of the magnitude of the task performed by the system. This is reasonable for traditional
transaction-based systems that this research examines, as the tasks they perform may
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Figure 2. Software level hierarchy [4].

vary greatly in scope, but tend to be of uniformly low algorithmic complexity [5]. Also,
the larger the system, the more potential there is for errors. This is one of the less
controllable factors affecting error rates – a system’s performance requirements tend to
be given for maintenance programmers – but this effect must be controlled for in the
analysis.

A given program may be difficult to comprehend and modify because of the way
it is written, as well as because of what it does. New errors are most likely to propagate
in systems written in a style that makes them hard for maintenance programmers to read
or modify. On the basis of an earlier study [4] three measures of software complex-
ity were selected: Average module length, in executable statements (MOD), average
procedure length, in executable statements (PROC), and the proportion of executable
statements which are long (outside the boundary of a paragraph) branching instructions
(GOTO) [4].4

Figure 2 shows how modules and procedures are defined in the context of this
research.

3.1.2. Dynamic software system factors
Systems which undergo frequent modification are expected to have higher error rates,
because each modification represents an opportunity for new errors to be introduced.
It may also be that when systems are undergoing frequent changes, there is less op-
portunity and less interest in testing those changes thoroughly. This effect corresponds
to that of frequent specification changes in software development. The binary variable
VOLATILE identifies systems which are subject to an ongoing stream of modifications.
A related factor, TURNOVER is a binary variable changing over time to identify report-
ing periods in which a formal software maintenance project for the system has just been
completed and implemented. A short-term increase in error reports is expected in such
periods. Note that in the absence of good release controls at the research site, most minor
modifications did not result in a formal turnover, so this variable typically captures the
completion of medium to large projects.

Unlike the other factors in the model developed here, system activity does not
directly influence the number of errors which exist in a system. Rather, it influences the

4 Interested readers are referred to appendix A for details on computation of GOTO density.
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rate at which the errors that escaped formal testing are discovered through use. The more
frequently the software is used, and the greater the variety of inputs to the software, the
more errors such usage may be expected to expose, all else being equal. RUNS is the
number of times per period that the system is used.

3.1.3. Environmental factors
If the programmers maintaining a system have not been maintaining it long, their rela-
tive inexperience will increase the chances of unnoticed errors slipping by them. They
will also be less likely to know the problem areas which require the most careful testing.
Since the effort of figuring out the existing code typically consumes more time than its
actual modification, application-specific experience is particularly important in mainte-
nance. INEXPER identifies application systems maintained primarily by programmers
with relatively little (under two years) experience with that system. This threshold effect
was suggested by managers at the site [3]. Finally, PERFORM identifies application
systems with particularly stringent performance requirements as identified by the site’s
managers responsible for maintaining them. These are systems in which maintaining
performance efficiencies was an explicit and major goal maintenance goal. For example,
in a banking environment an ATM or other customer-facing system would be expected
to have high performance requirements in terms of response time and availability, while
many other traditional batch processing or other periodic reporting systems would have
less strenuous requirements.

3.1.4. Control variables
While the above factors are believed to capture the main managerially-controllable fac-
tors affecting software reliability in this environment, there may be other application
system-specific factors that have not been accounted for. This study estimates a “fixed
effects” mode with a panel of data for 35 application systems for 24 months [18]. The
omission of some application system-specific factors is likely to result in residual (or
error) terms that are correlated over time for the same system. The fixed effect mode
controls for this possibility by including a set of dummy variables corresponding to the
specific application software maintenance groups that the system belonged to. These
groups, labeled GROUP1 through GROUP15, correspond to application areas within
the commercial bank such as Trust Accounting or Demand Deposits (see section 4 for
more details about the organization and its systems). While not a primary focus of the
research, given that they do not lend themselves to the same type of managerial action
as the primary explanatory variables, these dummy variables serve to control for pos-
sibly omitted variables in the analysis. The model variables with their definitions are
summarized in table 3.

4. The research site

In order to study the characteristics of typical commercial software, transaction process-
ing application systems at a major commercial bank were analyzed [4]. The bank’s
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Table 3
Variable definitions.

Dependent variable
ERRORS Basis for the dependent variable. Equals the number of software

errors reported by the site’s error logs for that application in that
month.

Static software system factors
KLINES Size of application system, in thousands of non-comment source

lines of code.
MOD Average number of executable statements per module in the system.
PROC Average number of executable statements per procedure in the sys-

tem.
GOTO Percentage of executable statements which are branch instructions

in the system. This figure excludes branches to the beginning or
end of the same COBOL paragraph.

Dynamic software system factors
VOLATILE System is subject to frequent changes, including minor ones: Value

is 1 if system undergoes modification every two months or more
often, 0 otherwise.

TURNOVER Value is 1 if a maintenance project has been completed for that
system in that month, 0 otherwise.

RUNS Number of times the system was run in that month, taken from site’s
operation logs.a

Environmental factors
INEXPER Value is 1 if over 80% of this system’s programmers have less than

3 years of application experience, 0 otherwise.
PERFORM Value is 1 if managers identified the system as requiring particular

maintenance effort to meet performance requirements, 0 else.

Control variables
GROUP1–GROUP15 Each system belongs to one of fifteen application-oriented groups.

Value is 1 if system belongs to that group, 0 otherwise.

a Note that this measure refers to batch runs, and does not distinguish between high and low transaction
volumes.

systems contain over 10,000 modules, totaling over 20 million lines of code. Almost all
of them are COBOL programs running on large IBM mainframe computers. The pro-
grams are organized into application systems (e.g., Accounts Payable, General Ledger,
Payroll) of (typically) 100–300 modules each. Some of the bank’s major application
systems were written in the mid-1970’s or earlier, and are generally acknowledged to be
more poorly designed and harder to maintain than more recently written software.

The bank’s application programmers are organized into divisions (each MIS divi-
sion is responsible for the software of a parallel operating division) and further divided
into groups: A group is typically responsible for the ongoing maintenance of two or three
application systems. There is a long-term relationship between each group and the users
of the software which it maintains. Partly for this reason, formal controls on the mainte-
nance process are relatively weak at this site, and minor modifications are typically made
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Table 4
Application systems profile (35 systems).

Variable Mean Standard deviation Minimum Maximum

Errors per month 8.3 9.7 1 101
Maintenance costs/year $693K $661K $83K $3532K
Application size-modules 217 266 18 1500
Application size-lines 215KSLOC 185KSLOC 54KSLOC 702KSLOC

without the benefit of a change control process. There is little usable design or other doc-
umentation for most of the application systems. The researchers spent several months
on-site collecting the data. Thirty five application systems from fifteen groups, account-
ing for a total of over $20 Million per year in maintenance costs, were monitored over
a two year period yielding 840 system-month observations. For each system, monthly
activity (batch runs) and error logs were obtained. Descriptive information about each
system was obtained in a series of interviews with programmers and managers. A com-
mercial static analyzer, INSPECTOR, was used to compute system size and software
complexity metrics. Table 4 gives a brief profile of the application systems.

5. Analysis

The rate of appearance of software errors in a maintenance environment is modeled as
a random draw from a lognormal distribution.5 In this model each application system
will have its own distribution and mean error rate which is modeled as a multiplicative
function of a number of explanatory factors. The parameter value of the mean error rate
varies from application to application, based on the values of the structural variables
which determine it. Note that, unlike the case in the development reliability models,
mean error rates are not expected to decrease (or increase) over time, except as a result
of changes to the structural variables. Since the maximum likelihood estimates for the
lognormally distributed model with the mean expressed as a multiplicative function of
the explanatory variables are yielded by minimizing the sum of squares for a logarithmi-
cally transformed dependent variable, the following fixed effects regression model was
estimated:

ln ERRORS = β0 + β1 ∗ ln KLINES + β2 ∗ ln MOD + β3 ∗ ln PROC + β4 ∗ ln GOTO

+ β5 ∗ VOLATILE + β6 ∗ TURNOVER + β7 ∗ INEXPER

+ β8 ∗ ln RUNS + β9 ∗ PERFORM +
∑

(χi ∗ GROUPi) + ε,

where i varies from 2 to 15.

5 The lognormal distribution and the exponential distribution are widely used in the software reliability
literature, both being consistent with the intuition that error rates should be distributed with an early peak
and a single long tail. While the lognormal distribution was used for reasons of analytical tractability, it
was verified (see below) that the observed data was indeed consistent with this distribution.
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Table 5
Estimation results for fixed effects model.a

Explanatory variable Variable (category)
Parameter estimate T for H0: parameter = 0 Prob > |T |

ln KLINES (static) 0.12 1.92 0.055
ln MOD (static) 1.23 8.86 0.000
ln PROC (static) −0.41 −4.29 0.000
ln GOTO (static) 0.28 4.75 0.000
VOLATILE (dynamic) 0.56 7.57 0.000
TURNOVER (dynamic) 0.13 1.72 0.086
ln RUNS (dynamic) 0.08 1.60 0.109
INEXPER (environment) 1.01 11.28 0.000
PERFORM (environment) 0.58 5.94 0.000

a F value 234.39 (0.0000) (n = 840), R-squared 0.8733.

There are 840 observations: 24 months of panel data for 35 application systems.
Note that, for each application system, ERRORS, TURNOVER, and RUNS vary from
month to month. The 35 systems are divided into their fifteen groups, and groups dum-
mies (for any observation, one has value 1 and the rest have value 0). Table 5 shows the
result of the estimation of the fixed effects model for the explanatory variables.

Of the static systems variables, all of the complexity-related variables (ln MOD,
ln PROC, and ln GOTO) were statistically significant at usual levels, was the significance
level for the size variable (ln KLINES) was 5.5%. Of the dynamic systems variables,
ongoing volatility (VOLATILE) was statistically significant at the 0.01% levels, while
the significance level for the rejection of the system turnover variable (TURNOVER)
was 8.6%. Of the environmental variables, maintainer inexperience with the system
(INEXPER), and the presence of system performance requirements (PERFORM) were
both statistically significant at the 0.01% level. The number of times the systems was
operated (RUNS) level of significance was 10.9%.

Diagnostic tests

Standard diagnostic tests were conducted on the estimated model. Analysis of the
residuals revealed no significant heteroskedasticity, supporting the model of error rates
(in mature systems) being constant over time. The White test for normality showed
W = 0.9875 (where 1.0 is perfectly normal) consistent with the maintained hypothesis
of normality of the residuals.

The Belsley–Kuh–Welsch test indicated little multicollinearity among most of the
variables [9]. There were two exceptions. First, the section dummies showed very high
multicollinearity. This has no important implications for the testing of the hypotheses of
interest to this research, as the section dummies are only control variables and no infer-
ences are drawn from their estimated coefficients. Second, there was high collinearity
between PROC and GOTO, which is expected to have the effect of inflating the estimated
standard errors and, in turn, lowering the t-statistics for both PROC and GOTO.
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Table 6
Results of impact calculations.

Explanatory variable Variable one standard
deviation impact

KLINES 7.7%
MOD 40.4%
PROC −17.5%
GOTO 23.5%
VOLATILE 75.6%
TURNOVER 12.0%
RUNS 8.1%
INEXPER 173.5%
PERFORM 79.0%

6. Discussion

The statistical results from the previous section provide insights into how the software
maintenance process can be improved by reducing the number of software errors. The
implications of each set of factors from the estimated model are discussed below. Each
of the coefficients can be interpreted as the effect of that variable holding all others
constant. If the levels of two variables are chosen independent of one another, then their
effects are interpreted as being additive.

The managerial impact was computed as follows. For binary variables the impact
of ln xi taking the value 1, rather than 0 in the logarithmically transformed model (other
things remaining constant), is to increase the percentage of errors by a factor of (eβ

1 −1).
For example, the parameter value for VOLATILE, 0.56, corresponds to (1.756 − 1), or
a 75.6% increase in errors, ceteris paribus. Similarly, for the continuous variables the
impact of increasing xi by a factor of k (holding everything else constant) is to increase
the expected number of errors by a factor of (kβ

1 − 1). A representative estimate of the
impact can be computed by examining the expected impact of increasing a factor’s value
by one standard deviation from the site mean for the 35 applications. In order to compute
this for the continuous variables k is set equal to ((mean + standard deviation)/mean).
For example, the coefficient parameter value for KLINES is 0.12. Also, KLINES has a
mean of 245 and a standard deviation of 207, so we set k = (245 + 207)/245 = 1.85.
This implies a (1.850.12 −1), or a 7.7% increase in the mean error rate for a one standard
deviation increase in KLINES. Table 6 presents a summary of these impacts.

6.1. Static software system factors

MOD, PROC, GOTO. Each of the software complexity metrics, module size, com-
ponent size, and branching density, used in this analysis was statistically significant
at the 0.01% level. Together, the three variables are significant (F (3, 816) = 38.06,
P = 0.0001). It is believed, based on prior research, that both too many small proce-
dures and too few large procedures are harmful [4]. At this site, the data indicate that
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errors decrease with procedure size over the observed range, as reflected in the negative
sign on the coefficient for PROC. The addition of the squared term, PROC2, did not sig-
nificantly alter the estimation results. It is believed that, if procedure size were increased
beyond the observed range, mean error rates would have exhibited an increase with pro-
cedure size. More importantly, for any given project, the maintenance programmers have
relatively little control over the software complexity of the application; it is a legacy of
the original developers. However, management can elect to improve the quality of the
software maintenance process by emphasizing software complexity standards during ini-
tial development, and by similarly controlling them throughout the new releases. For old
systems undergoing only infrequent maintenance, a regime of program restructuring can
be initiated to restore a higher level of “systems hygiene” to these older systems.

6.2. Dynamic software system factors

VOLATILE, TURNOVER. Errors are introduced in the course of maintenance: the
more frequent the maintenance, the more numerous the errors [32]. Applications which
undergo frequent (every few weeks) minor changes experience 76% higher error rates
than those which are modified less often. It is believed that one possible explanation for
this phenomenon is that some minor modifications may not be subject to the same level
of management scrutiny and quality control as might be modifications that are perceived
to be major. In addition, mean error rates increase about 12% in the specific month that
newly modified software goes into production, as many of the bugs which escaped the
testers are discovered, but this result is not significant at the 1% level. However, together
these two variables are significant at the 1% level, which suggests that organizations
could improve their error performance through greater attention to consolidating small
changes to ensure fewer new releases of the software.

RUNS. One standard deviation beyond the mean in the frequency of usage (batch runs)
is associated with an 8% increase in the mean error rate. System activity does not directly
affect the number of errors in the system, but rather the rate at which they are uncovered.
The level of system activity must be considered in any error-prediction model but, like
task complexity, it is a factor which is not usually controllable by those managing the
maintenance activity.

6.3. Environmental factors

INEXPER. Application systems whose programmers had relatively little application-
specific experience averaged 174% more errors than systems maintained by more experi-
enced programmers. This finding is of particular managerial interest, given the research
site’s policy of rotating its programmers among application systems in order to gain a
breadth of experience. While no doubt management had an intuitive understanding of
the value of maintainer experience, they felt that it was only through a quantitative model
such as the one presented here, that such ideas could be explicitly traded off against the
potential benefits of rotating staff. Based on these results the bank decided to reduce the
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frequency of its rotation policy. While it can be expected that maintainer experience is
likely to be an important variable at any site, it might be especially important at sites
without high levels of quality systems documentation.

PERFORM. Systems with stringent performance requirements had mean rates about
79% higher than for other systems. There are two factors at work here. Mean error rates
are higher because these tend to be the more complex systems along a number of dimen-
sions, not just performance, and therefore maintaining them tends to be a more difficult
task. This is not something over which managers have much control. However, the in-
sight about performance may be used proactively to budget for more extensive testing.
Error rates are higher also because the steps programmers take to meet difficult perfor-
mance requirements may entail deviations from programming standards: code tends to
become more dense, more obscure, and more error-prone. Once this factor is recognized
and quantified, managers can better anticipate it and choose to compensate for it through
the programming budget, the testing budget, or the hardware budget.

The limitations of this analysis are typical of empirical studies such as these. The
model is incomplete, as there is unexplained variation in error rates determined by fac-
tors not captured in the model, such as individual maintainer differences, team effective-
ness, quality of documentation, and users’ knowledge. More detailed information about
maintainers’ prior experience and behavior would likely lead to even stronger results,
and researchers are encouraged to depart, as this stream of research [2–4] has done,
from early research’s neglect of personnel-related variables. Second, the research site
is a classic “level-one” organization, characterized by weak formal controls on mainte-
nance, and by a general lack of good system documentation [21]. These factors could
be expected to enhance the impacts of application experience and volatility. While this
type of environment is believed to represent a considerable portion of the commercial
segment, the results cannot be extrapolated with any confidence to organizations that do
not share these features.

Finally, while the model is able to show the relationships among the variables, the
appropriate managerial inferences to draw from them are dependent on a knowledge
of the target environment and of the range of managerial options available. Thus, the
assertion that better change and release control procedures would alleviate the level of
errors found at this site, is an inference drawn from the statistical analysis, rather than a
direct result.

7. Conclusion

In this paper an explanatory model of error rates which does not assume a constant
decline in errors over time was developed. The explanatory variables used in this model
extended the set of variables proposed by past research. In general, those variables pro-
posed to affect development reliability in the former case were also found to be impor-
tant factors in a maintenance environment. Additional factors in the model which were
relatively controllable by maintenance management were programmer application expe-
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rience and system volatility, with the impact of the latter being particularly pronounced.
In particular, very frequent minor modifications to a system are associated with a gen-
eral increase in error rates. More frequent changes mean more errors. This implies that
a maintenance team can reduce its error rates by consolidating or batching modifications
into relatively infrequent releases – a conclusion which is not at odds with much conven-
tional wisdom. But there is usually much organizational pressure to ignore this factor
and to implement modifications as soon as possible. Armed with the quantitative results
from the model, managers can seek to rationally balance these two concerns.

Programmers’ application experience was also important, with systems maintained
by relatively inexperienced programmers averaging significantly higher error rates. Of
course, the more experienced programmers typically command higher wages, and pro-
grammers who have maintained a system long enough may be particularly anxious to
move on to new tasks. Managers must decide what they are willing to pay for the esti-
mated reduction in error rates from higher application experience.

Error rates increase with software complexity, but this complexity reflects a deci-
sion made early in the system’s life. The findings suggest that a deliberate attempt, at
the time of development, to control software complexity, could significantly reduce error
rates over the life of the software. The model presented here can be used to cost-justify
such an attempt.

The analysis presented here suggests that the mean error rates at the research site
error rates could be more than halved by appropriate changes in its maintenance policy.
The model developed for this analysis can be used to confirm or modify these findings
with respect to other organizations. While the specific parameter estimates will vary
from organization to organization, the basic findings are expected to have wide applica-
tion. Most important, it has been shown that data can be collected which can be used to
identify managerially controllable factors which affect software reliability, and to esti-
mate the degree to which modifying those factors will reduce error rates.

Appendix A: GOTO variable

Following [4], the metric chosen for branching in the current research is a refinement of
the proportion of the executable statements that were GOTO statements. Highly divisible
modules should be less costly to maintain, since a maintainer can deal with manageable
portions of the module in relative isolation.

While the density of GOTO statements is a measure of divisibility, it does not dis-
tinguish between more and less serious structure violations. A branch to the end of the
current paragraph, for example, is unlikely to make that paragraph much more difficult
to comprehend, while a branch to a different section of the module may. In addition,
the modules analyzed have a large incidence of GOTO statements (approximately seven
per hundred executable statements). If only a relatively small proportion of these seri-
ously affect maintainability, then such a metric may be too noisy a measure of branching
complexity. At this research site over half of the GOTOs in these modules (19 GOTOs
out of 31 in the average module) are used to skip to the beginning or end of the current
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paragraph. Such branches would not be expected to contribute noticeably to the diffi-
culty of understanding a module (in most high-level languages other than COBOL they
would probably not be implemented by GOTO statements). Therefore, a simple GOTO
metric which does not distinguish between these and the approximately 40% less benign
branch commands, will be unlikely to be managerially useful.

To avoid this problem, a modified metric was manually computed, which is the
density of the GOTO statements that extend outside the boundaries of the paragraph
and that can be expected to seriously impair the maintainability of the software. This
is similar in concept to Gibson and Senn’s (1989) elimination of “long jumps in code
(GO TOs)” and is consistent with previous research at this site [4].
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