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The pervasive nature of information infrastructure coupled with thifeatcyber
terrorism makes network infrastructure security a criticaka of interest for
computer/network security practitioners and researchers. While thas been a
significant amount of research on securing information content owasef securing
network infrastructure has drawn attention sporadically overdhesyf1, 2, 5, 12]. One
of the most critical infrastructure security issues invohezsigng routing infrastructure.
Bellovin [1] in 1989 commented thaAbuse of the routing mechanism and protocols is
probably the simplest protocol-based attack availablklore recently, the following
excerpts from the Computer Emergency Response Team — (QE®REument [5]
highlights the importance and imminent need for securing the routingstructure:
“One of the most recent and disturbing trends we have seen is an ieareagruder
compromise and use of routers. ... Reports indicate routers are being usedutgrs
as platforms for scanning activity. ... Routers make attractive tafgetmtruders ...
routers are often less protected by security policy and monitorocighntdogy ... attacks
based on direct attacks against the routing protocols that interconnect therket
comprising the Internet. We believe this to be an imminent and resdtthvith a
potentially high impact.”

In order to understand routing infrastructure protection, we fiast with a brief
overview of the Internet routing infrastructure. For routing purposenthestructure is
divided into two domains: intra-domain and inter-domain. The entire routing
infrastructure is a collection of intra-domain routing “regions” cated through an
inter-domain functionality (see Figure 1). A particular intra-domnrouting environment,
also referred to as an Autonomous System (AS), is administered Bpecific
administrative authority; usually, this authority owns the routergsi domain, but not
necessarily all the links that connect the intra-domain routense(sbandwidth is
commonly leased from telecommunications carriers). Most comna@pioyed routing
protocols within an Autonomous System are Open Shortest Path G8RF) and
Intermediate-System-to-Intermediate-System (IS-IS) rgufamotocols; they are both
based on the concept of link-state routing (see SIDE-BAR). Neigigo&utonomous
Systems exchange routing reachability information through an doteain
functionality; in the Internet routing infrastructure, this fuontlity is accomplished
through Border Gateway Protocol (BGP, currently, version-4). An-ddraain may be
connected to multiple other intra-domains through inter-domain links andngeer
arrangement.

Routing attacks are attacks targeting routing protocols ockattthat rely on
routers as weapons. A router is a network device that performsnaim functions: it
uses routing protocols to build up routing tables and secondly, it fdswata packets.
The consequences of routing attacks can be noticeable and catasa®jthcan bring
down a network infrastructure without causing any perceived physarahge to the
network entities [7, 12]. In other words, since routers are netwget Bevices, faulty
routers or routing protocols can cause malfunctions of the entiréengodbmain
regardless of what services are running within the routing domhirs, Touting attacks
can have broad scale effects since these can deny or reducemoatian capabilities
of end systems. In this article, our scope is on categorizing various threatdimk-state
routing is employed in an intra-domain environment, followed by proposivgpiaive
countermeasures to these threats, and finally to describe lateetraral framework for



robustness of an intra-domain environment.
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Figure 1: Internet infrastructure connecting intra-domains through inter-domain
links

There are several reasons to consider the protection of an inteardomating
infrastructure. If routers in a particular autonomous system ¢eslyecritical ones in the
entire Internet routing infrastructure) are compromised, theartaffect transit traffic
between different domains that are using this AS for reachabifitan autonomous
system is decommissioned momentarily due to routing attacksn itaase cascading
effect on other Autonomous Systems through BGP, possibly leadiraute flapping
and delayed convergence and while such behavior has been identifiedfearouting
CPU overload [9], it is similarly possible in the case of routitigicis. Another
important consideration is that while routers in an intra-domain @mwient is owned by
a particular administrative authority, they are “public” in thewief the Internet
environment — that is, they are possible points of attacks muchrdkéasts or web
servers connected to the Internet. Finally, since the links betweeters in a
geographically dispersed autonomous system are often leased,réhgul@erable to
tapping by outsiders for information (including routing information exchange).

In link-state routing (see SIDE-BAR), a router receives £Sfom different
routers; it may combine them into a link-state update (LSU) pdsket Figure 3) for
flooding downstream. It is assumed that this router does not changerttemt of the
LSAs received, but merely puts them together for forwardinggse. For now, we
assume that all routing information is generated in a cleafdexat (discussion about
how to protect it will be discussed later).



Taxonomy of Network Routing Threats

There are several sources of threat to a network routing mitase. In the
context of routing infrastructure protection, it is immaterial twhativates these sources;
what matters instead is whether these sources present a gekursity breaches to the
infrastructure and to what level or extent. In an intra-domainn@unfrastructure, there
are legitimate users who have unlimited access to routerex&mple, password-based
access) and other legitimate users who have limited asze#s;clearly the former have
more privilege than the latter, we classify both of themrasders’ in our taxonomy. In
addition, there is another group of users who have external acdéssinfrastructure: 1)
since routers in an intra-domain environment are still ‘public’ iestias far as the
Internet is concerned, any users who are not legitimate usetBeointra-domain
infrastructure can conceivably try to “attack” such routers, much like thewshyservers
have been attacked for denial of service, 2) since a largeapdocally dispersed intra-
domain environment consists of leased links (often, from telecommumsatarriers),
the possibility of a link being tapped for (and manipulation of) infoilwnatannot be
completely ruled out. Thus, we can see that there is a second graugers (not
legitimate users) who can do harm to an intra-domain routing infcéiste: we classify
them as ‘outsides’ in our taxonomy.

Acquiring routing Denial of service (DoS) Routing-path
information (ARI) manipulation (RPM)
_ |1. Sniffing 1. Interference 1. Can manipulate
3 |2. Traffic analysis — Network a. Add noise
% tomography b. Inject dummy
@) routing/data traffic
c. Replay old packets
All capabilities of outsiders | All capabilities of outsiders
1. Routing analysis 1. Interference 1. Impersonation
2. Deliberate exposure a. Not forwarding 2. Falsification
. packets a. Claim non-exist
(] .
© b. Delay responses links
é’ c. Inject wrong routing b. Misclaim exist
packets links
2. Overload c. Modify, insert,
a. Overload CPU or substitute
b. Overload link-state routing message
database

Table 1. Taxonomy of network routing attacks.

It is important to recognize that an adversary can be eithensader or an



outsider; regardless, the primary goal of an adversary is te gstsvork routing to
malfunction somehow. We base our classification by insiders and asisidther then
whether a user is being adversarial or not, since our clagsificatows us to consider
goals and techniques of attacks more succinctly. We categbrizat fpossibilities for
link-state routing into three types: acquiring routing informati®R1j, denial of service
(DoS), and routing-path manipulation (RPM). It may be noted thatr$tewiio are rather
goals of an attacker (whether insider or outsider) while hird bne is a technique to
force routing and the network to malfunction—this technique is importasdrtsider as
a separate type due to the role of a link-state routing proiacaln intra-domain
environment. In Table 1, we present our taxonomy of threats based on our use
classification, and on identification of goals and techniques into tiypess. This is
elaborated below.

Threat possibilities from an outsider include:

Acquiring routing information (ARI)

1. Sniffing: An outsider monitors and/or records routing exchanges bptwe
authorized routers to sniff for routing information; this cannot bedruet,
especially in a networking environment where links are leased.

2. Traffic analysis: An outsider gains routing information by wgwnalg the
characteristics of the data traffic on a subverted link. Netwamography is a
technique that can be attackers to derive network topology and netwiik tra
allocation pattern by measuring end-to-end performance of the kefswh as
counts of sent/received packets, time delays between sent/received pckets,

Denial of Service (DoS)

1. Interference: An outsider blocks routing exchanges between authooizils to
disrupt routing operations. The outsider can add noises to prevent timdemgi
routers from receiving the routing information correctly, injdammy data or
routing packets to saturate the communication link, or replay olchgppaickets to
cause the routing to malfunction.

Routing-path manipulation (RPM)
1. An outsider can manipulate the routing paths by disseminatiggdarouting
information.

Threat possibilities from an insider include:

Compared to an outsider, an insider not only possesses all the cisabfliain
outsider but also has the following additional capabilities.

Acquiring routing information (ARI)
1. Routing analysis: The routing information (i.e., LSA) is floodedhimitthe link-
state routing domain. All routers maintain the same network topologguah, it



is easier for an insider to derive network topology, network routiveyreetwork
resource allocation patterns (bandwidth of each link or traffic load on links).
Deliberate exposure: An insider intentionally releases routingrnrdtion to
others, such as outsiders or those who are not authorized to receasptised
information.

Denial of Service (DoS)

1.

Interference: Since an insider is a legitimate partidipaho has control over
network routers, it can take actions to drop received routing paikets/LSAS),
delay the responses of the received routing packets (which cangtbérouting
convergence time and cause instability of the system), ort imjgang routing
information to prevent other routers from building correct routing tables.
Overload: An insider can place excess burden on legitimate rodersexample,
the insider can create an excessive amount of link-state palcketsther routers
within the network are not able to handle. In addition, the insider caloasidhe
routing database to prevent other routers from building up the routing table.

Routing-path manipulation (RPM)

1.

Impersonation: this refers to an insider claiming to be anothdémhede “router”
and performs routing functions. Impersonation enables the insidectessiully
carry out other threats (such as falsification) causing additicha¢at
consequences. For example, by impersonating a legitimate rageansider can
successfully convince a receiver to accept forged routing patledtsouters use
the same shared key to verify the routing packets. In this the insider can
create a shorter path to attract data traffic or credteger path to expel data
traffic. Thus, the insider can manipulate the routing paths morgeetfy by
impersonating multiple routers rather than changing its own link weights.
Falsification: A router held hostage by an insider can send falséing
information. It can also send non-existing or wrong LSAs of it3¢lé insider can
also alter/drop the forwarded LSAs originated from other routd@g.
impersonating a legitimate router, the insider can forge LS#s rfon-
existent/existing communication links in any part of the litdtesrouting domain.
Another goal of the insider is to create shorter or longer phttgeen
communication peers, and thus deviates the data traffic to admstler by the
attacker.

In summary, network routing security rests on confidentialitgegnty, and
availability. These three aspects are closely related &atthpossibilities that we have
discussed thus far: acquiring routing information (ARI), deniakervice (DoS), and
routing-path manipulation (RPM), respectively. That is, ARI iategl to confidentiality
of a router, DoS related to the availability of a router, and RRMapily relates to the
integrity of a router.

Link-state Routing Security Mechanisms

The challenges imposed by the enormity and diversity of netwaiting threats



for an intra-domain routing environment have prompted the need to devetoigty of
preventive techniques. In order to properly discuss how to prevent onigenattacks,
we first discuss preventive cryptographic countermeasures. It Ipeaynoted that
preventive cryptographic countermeasures, by themselves, can dioligtevent DoS
attacks. Most of the current solutions to DoS attacks are readiivgons, i.e., solutions
that depend on intrusion detection systems (IDS), which is beyond dpe st this
research. However, we will discuss later how to create¢ipteitrusted routing domains
to mitigate the consequence of DoS attacks.

Preventive cryptographic countermeasures:

It may be noted that the confidentiality ensures that no unauthomtiééscan
decipher the routing information on its way to a destination. Injegefers to the
trustworthiness of data or resources, and it is usually phrasesfms of preventing
improper or unauthorized change. Integrity includes data integritycftheent of the
information) and origin integrity (the source of the data, oftdled@uthentication). The
interpretations of integrity and authentication vary, as do the contewsich they arise.
In the context/setting of a link-state routing environment, auttegidn is generally
considered as both data integrity and origin integrity.

First, we briefly summarize work by other researchers. lantdmk-state routing
protocol standards, RFC 2328 [10] for OSPFv2 (OSPF version-2), packdt leve
authentication capability is now available. Note that this retees routing packet such
as a link-state update (LSU) packet which usually contains ptaultiSAs; that is, the
authentication is provided only at the LSU level, not at the LSA.I8xeusing a keyed
cryptographic hash (i.e., a message authentication code), a sharedeseepkfigured
in all routers attached to a common network/subnet and eachd &uthenticated. An
example of authentication techniques is keyed hashing for messdigentacation
(HMAC). We note that the operation of HMAC also provides data iityeghecking;
only authorized users (possessor of a shared key) can generate risgncHVRAC.
Similarly, digital signature for OSPF (See RFC 2154 [11]) gdsavides both data
integrity and origin integrity. In this work, we consider authemibtcaas providing both
data integrity and origin integrity.

Our approach focuses on the following two preventive cryptographic
countermeasures: confidentiality and authentication. These two coealaires can
provide protection at either thpacket leve(PL) or theinformation level(IL), shown in
Figure 3. If we assume a routing packet to be a bus filledamffoup of passengers, PL
and IL represent the cryptographic countermeasures being providia fous and each
individual passenger, respectively. Besides authentication and atidldy, there are
two other important concepts we need to introduce; theyairg-to-point (P2P) and
end-to-end(E2E). In terms of authentication, P2P means that the generattbn a
verification of an authentication code are performed by everyaiaiwg router; while
E2E means that the generation of an authentication code is performedtotiig
originating router, all the forwarding routers and terminatmutars are part of the end
system, and they only perform verification. In Table 2, we summanze main
preventive cryptographic countermeasures needed for link-state grquiocols; the
table also includes labeling currently available approaches.



Methods Level Label Description Examples

PLApop | Packet level, point-to- | OSPFv2 ([10]) and
Authentication | Packet Level point authentication OSPFv3 ([4])
PLAg2e | Packet level, end-to-end N/A

authentication
ILApop | Information level, point- | N/A
Information to-point authentication
Level ILAgoe | Information level, end- | OSPF with digital
to-end authentication signature ([11])

Packet Level| & Confidentiality for the OSPFv3 ([4])

Confidentiality whole packet
Information | C_ Confidentiality for the N/A
Level information within the
packet

Table 2. Preventive cryptographic counter measur es.

As one can see, only some of cryptographic countermeasures preserabte 2
have been addressed in the existing literature, namelypJBBAd ILAs;e. Researchers
in our team (see Huang, Sinha and Medhi [6, 7] for details) hddeessed additional
measures such as tleuble authenticatio(DA) scheme to set up an authentication
chain from the source to destination. In this scheme, each routeraigsndwo
authentication codes for the LSA: one is used for verification bitsaheighbors; the
other is used for verification by all routers except its neighksegse SIDE-BAR for a
discussion of the DA scheme). Generally speaking, digital sigrgatuse asymmetric
(public / private key) encryption algorithm and digital signatuesrate roughly 100 to
1000 times slower (depend on which cryptographic algorithm is usad)dymmetric
encryption algorithms, such as HMAC, under same hardware constrdihe DA
scheme (basically lies between IkA and ILAszp is aimed to provide similar security
features of digital signatures, and at the same time, iesascomputational overhead as
compared to using a digital signature scheme. Note thap,HAoes not provide
protection from insider attacks, moreover, it involves more computatimeahead than
PLAp2p schemes. To date, no lkée authentication schemes have been proposed.
Regardless, based on the above analysis, using botpFPad ILA:,g, it is possible to
design a secure intra-domain routing environment which can provide strong
cryptographic countermeasures to prevent insider attacks (suchpassonation and
falsification by claiming/misclaiming other routers’ links and
modifying/inserting/substituting the forwarded LSAS).

To date, there has been nq @roposed for link-state routing. Our proposed
approach is to useCand ILAge for link-state routing as the foundation to build a new
secure link-state routing framework for intra-domain routing. Tplaje G, routing
information is categorized by multiple groups. By carefullyiggsag group keys to
routers, we can partition network resource into multiple routing domborsexample,
consider a router with several outgoing links; it can encrypt LIBAsome links using
one key and encrypt LSAs for other links using another key. Thus, onlysdéthave
the correct key can decrypt the routing information. This stratagyalso be applied to a



single link, i.e., a router can partition the bandwidth of a link into pialportions and

create/encrypt an LSA for each portion. This approach has several benefits:

* It prevents outsiders’ sniffing attacks (we assume that th#akey length is long
enough to prevent brutal force attack within a maintenance cycleriedigally
update the crypto keys).

» It mitigates outsiders’ traffic-analysis attack: Sinaakistates are encrypted and a
router may or may not possess the decrypting key, routers canamatifferent
network topology and shortest path tree. Thus, the data flow may loet bk same
shortest path, which can prevent attackers from deriving corregbmetopology or
traffic allocation pattern.

* An insider has limited information of the network, which can gal# routing
analysis and deliberate exposure attacks.

To implement G, an efficient secure group key management scheme, which
supports many-to-many secure group communication, is needed. Maranyosacure
group communication requires that each group member (router in oumgtisa)group
population of sizen can communicate with any subgroup of members securely; this
means a group member would need to poss&s4 Reys. Whem is large, it is not
possible for a group member to stof&-2 number of keys. To solve this problem, a
centralized key server can be in charge of the group key nraeagdunctionality.
However, the centralized key server is vulnerable to single pantefain addition, long
key setup delay and communication overhead due to key setup prevennttiaéizeel
scheme from being used for secure many-to-many group communicagded between
a subgroup of routers. To solve the above discussed problems, Huang dind2084)

[8] have proposed a novel key-chain based many-to-many secure groopuigation

scheme and a key agreement protocol. The proposed group Key Managkiignt

scheme involves two phases: the key predistribution phase and the grouprcoation
phase. During the key predistribution phase, a set of secretsristalted in each group
member (a router) via offline methods, such as manual installati@mlme dedicate
secure channels. In order to construct the secure group kegfregne, this scheme
utilizes the linear hierarchical structure of one-way functiomncfgach as hash chain). A
unique value from each one-way function chain is distributed (howeverlplaune-
way function chains need to be constructed in advance). Based on theipreddsbne-
way function values (also called secrets) and the linear desvedlations of one-way
function chains, each group member can self-derive any desirecbspbigey. Thus,
during the group communication phase, each group member (router) cgersatite
any possible subgroup key at anytimi¢hout depending on a trusted third party (such as

KM) or negotiating first among group members for any veriftrgti that is,

communication overhead due to such set-up can be avoided. Note that a subgrsup ke

a shared key that is known only to the corresponding subgroup members.

Other Security Supporting Mechanisms

To build a highly secure routing system, several supporting mechaarsnagso
needed. For example, DoS attacks are difficult to prevent. Theeffmé&nt countering
technique is to identify the DoS attack and respond to it quickly. An (IBf8usion
detection system) is a system that collects information faowariety of systems and



network sources, and then analyzes the information for signs asionrand misuse.
Chang et al. [3] proposed a real-time IDS for link-state routimgopols. This IDS is
based orsimple network management proto¢6NMPv3), which can be used to collect
system status and intrusion alerts from the network. To responthtixsatwe need a
network resource management system to manage routers, sigblaiag subverted
routers, changing link weights, informing a key management syisteedistribute keys,
and so on. This will be addressed in the next section.

An Architectural Framework for Secure Link-state Routing

Now that we have covered various components and proposed approaches, we ar
ready to present our entire secure routing architecturaleframk which is based on
security techniques (authentication and confidentiality) for thedtate routing protocol.

In our proposed routing framework shown in Figure 2, there arec@imgponents: trust
routing domains (TRDs), network resource management (NRM), keggaarent (KM),

traffic management (TM), and intrusion Detection System (ID&pw#s within Figure 2

represent the communication relations among different components.

The entire routing domain can be divided into multiple routing sub-domairs. W
refer to such a sub-domain as a TRD. The framework may not npsdiima division of
the administrative domain into TRDs. Every router that belongs totiaygar TRD will
have complete routing information of its own TRD, but not others. We lse t
cryptographic techniques IlA: andC,,. to build the TRD framework. We also assume
each router has the capability of link bandwidth control. For exanimebandwidth of a
communication link of each router would need to be divided by using differe
encryption/decryption/authentication keys. While bandwidth partitioning isdmecttly
available in today’s routers, this can be accomplished through the cafcenpittiple
virtual links due to availability of virtual link concept in the @nt generation of routers;
nevertheless, the actual bandwidth control mechanism would need to be& a ne
functionality. Thus, a subset of network resources, which is composeduliiple
network links by using the same encryption/decryption/authenticaggnvll build a
TRD.

Trusted Routing Domains (TRDs)

L

Network Resource
Management (NRM)

Key
Management
(KM)

I ar

Traffic Intrusion Detection ‘
Management System (IDS)
(TM)

Figure 2. Secureframework for link state routing.
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The network resource management (NRM) plays an important roleur
framework to provide survivability. It serves as a coordinatingtezeto create or
withdraw a TRD. The traffic management (TM) reports the netweskurces allocation
information to NRM and intrusion detection system (IDS) reportsngte/ork security
events to NRM. Based on the reported information, NRM makes the decision tomgcrea
or withdrawing a particular TRD.

An efficient key management (KM) needs an efficient keysogeme that can
reduce the management overhead such as key setup delay and communicdieadove
due to key setup. Creating TRDs in a routing domain and providing#ahdC,_ to the
routing information require an efficient symmetric keying sebe The keying scheme
would be deemed suitable for this purpose if it displays the following features:

» Shared key scheme is preferred in order to minimize computational overhead.
 Each TRD is formed by using the same shared key and this slegrézidnly shared
among those TRD members (a subgroup of routers). KM needs txidefi@ order
to support group/subgroup communication to reduce overhead caused by subgroup
formation processes. The secure many-to-many group communicatiomesche
presented in [8] (and briefly described earlier) is such a candidate for KM.

To build TRDs, the proposed framework ensures the independence among all
TRDs that provide a degree of survivability when a router is comised. That is, any
single router failure of a TRD would not affect other TRDs.

Framework Evaluation:

We have conducted an initial evaluation of the robustness of the pidopose
framework. The evaluation results show the following benefits:

» Proposed framework mitigates the effect of network tomograplognitmitigate the
DoS attacks caused by both outsiders and insiders; it can mitigatouting analysis
and deliberate exposure attacks by insiders; and finally itofuieA pop provides
integrity and origin authentication to prevent insiders from impetsanpand forging
routing information of other legitimate routers.

* Proposed security features are adds-on components and hence dbangé c
operational functionalities of current link-state routing protocols. &wample,
security extensions can be implemented using opaque option in OSPF protocol.

» The router CPU usage is usually dominated by the length ofititakes to run the
shortest path calculation. Our comparison study shows that the addseassing
overhead for processing link-state advertisements is mintmakhortest path
calculation; furthermore, LSA processing is done at a differed than shortest path
calculations.

* Routers have the ability to handle the extra processing requiretthefgproposed
framework, with some increase in memory requirement.

We are currently doing further work on understanding best wayscdongplish
division of TRDs, overall network performance issues and more dktaleustness
analysis of the overall architecture.

Summary

Network survivability has been studied extensively from the viemaafe and
link failures. The domain of survivability goes beyond just the glayd$ailures and one

11



needs to address this issue when faced with security threatatheender the network
logically dysfunctional without causing any physical damage. irdra-domain routing
environment may encounter several security threats thagvaartually make network
routing susceptible to a number of attacks. We discuss potentieksaatind propose a
new secure routing framework based on security techniques (acdtient and
confidentiality) for a link-state routing protocol, applicabhean intra-domain routing
environment. The proposed framework emphasizes the use of efficigribgraphic
countermeasures for network survivability against security thrieatink-state routing
protocols. The framework relies on providing information level autherdgicasind
information level confidentiality that can be imbedded in link-statging protocols with
assistance of a key management system which uses secupeogimmunication. Our
proposed secure network routing framework is a major step towandgling security
professionals with an effective platform as deterrence to mietattacks. It will be
worthwhile to look into the balance between network security/perfocenand cost
issues (i.e., cost of routers and routing protocols) in practicesefarore, it will also be
important to see the results of the implementation of the propcm®éwork. We leave
these issues to be addressed in future research.
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SIDE-BAR on Link-State Routing

A router sends information about its outgoing links (“link-states’altats neighboring
routers either periodically or when an event (for examplegilaré) triggers such an
advertisement; this advertisement is called link-state adeemgist, LSA in short. A
typical LSA contains link metrics which may be based on infdomauch as hop count,
bandwidth, delay, and so on; furthermore, an LSA for a link can containpfauitik
metrics. Upon receiving an LSA from its neighbor, a router gsiired to make certain
decisions: if this router has already received the same (kBAanother router), it will
drop it; otherwise, this router will forward the LSA to all rieighbors except to the
sending router. Thus, the forwarding takes place in a point-to-point thasigrwarding
procedure is callefloodingand it continues until every router in the network receives the
most recent LSA. In order to allow a receiving router to deternfitehas the most
recent LSA for a particular link, each LSA is stamped witequence number before it
is disseminated by the originating router; if a router needgherate a new LSA for any
of its outgoing links, it increments the sequence number and gtanmgw advertisement
that includes the newly stamped sequence number. Upon receiving LSA$ecént
links, each router builds a link-state database that also sert@soésgical information;
using the metric contained in the LSA, each router can computeshpath routing to
all destination routers in its domain using Dijkstra’s algorithm, bodds a packet
forwarding table (“next-hop”). This forwarding table is used in det@ng how to
handle an incoming data packet which is not meant for itself.

Information Level (IL):
(Link State Advertisements are
encapsulated within an LSU packet)

LSU
Header LSA,

LSA, |- LSA, IP Header | LSU, | LSU, | ------- LSU,

Packet Level (PL): routing
packet (LSU) or IP packet

Figure 3: Routing information encapsulation and illustrations of Packet Level (PL)
and Information Level (IL)
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SIDE-BAR on the Double Authentication Scheme

The double authentication (DA) scheme presented in [6, 7] is design@devent
impersonation attacks. In the DA scheme, the flooded LSAs arevidadily
authenticated twice by two different keys, i.e., each LSAgses twice by every router
when it floods the LSA to its neighbor(s). Authentication codes lege aippended to
each individual LSA. Shown in Figure 1, noderiginates an LSA. It then generates two
authentication codes jAand A; by using shared key between pairk)(and (,j),
respectively. After a neighbor nofleeceives the LSA, it authenticates the LSA based on
the second code ;A Once the authentication is passed, node j generates two new
authentication codesjfand Ax by using shared key between paijrh) @nd (,k). Note

that the authentication codexAs also attached with the forwarded LSA and @an be
used to verify that nodedoes not compromise the LSA. The presented forwarding and
authenticating procedures will continue until all nodes in the netvemdive the LSA.
Choosing DA scheme over other authentication schemes, such as |lpaekésuch as
specified in RFC 2328) and information level (such as specified in RH3), is the
trade-offs between the consideration of security strength and coroputaerhead. DA
scheme provides stronger authentication than packet-level authenticigonesbut less
computation overhead than information-level authentication scheme.

O DO

LSA, | Ay |= = |LSA | A, LSA, | == |LSA || A LSA| A, | A | |LSA| A, |A,|A,
Y Y
LSU LSU -
OSPF with digital signatures RFC 2154 OSPF v2 RFC 2328 Double authentication Scheme

(Huang et al. 2003,2005)

Figure 4: Feature of different preventative schemes
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