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Solutions



1(a).[10 points] Define the following: (1) Euler � function and, (2) a Mersenne
prime.

1(b).[10 points] State the following theorems: (1) Fermat’s little theorem,
(2) Möbius inversion formula.
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2.[10 points] Prove that for a prime p and n > 0 we have �(pn) = (p�1)pn�1.
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3(a).[5 points] Let F be the summatory function of the Möbius function µ,
i.e.

F (n) =
X

d|n

µ(d).

Compute F (2200). (Note 2200 = 8 · 25 · 11.)

(b).[10 points] Let ⌧(n) (respectively �(n)) denote the number of positive
divisors (respectively sum of positive divisors) of n. Compute the following:
⌧(2 · 5 · 17) and �(3 · 23). (Don’t need to simplify your answer.)
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4.[15 points] Show that n = 561 = 3 · 11 · 17 is a pseudoprime to the base
b = 2, i.e. bn ⌘ b (mod n).
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5.[10 points] Decipher the message EOOF, which was encrypted using the
a�ne transformation C = 3P + 24 (mod 26) with text blocks of size 1 (i.e.
individual letters). (Recall that P and C stand for plaintext and cipher text
respectively.)

To convert a text to a number we let A = 0, B = 1, C = 2, D = 3,
E = 4, F = 5, G = 6, H = 7, I = 8, J = 9, K = 10, L = 11, M = 12,
N = 13, O = 14, P = 15, Q = 16, R = 17, S = 18, T = 19, U = 20, V = 21,
W = 22, X = 23, Y = 24, Z = 25.
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6(a).[10 points] In the RSA encryption algorithm, n = 77 and the encryption
key e = 11 is used. Find the decryption key d.

(b).[10 points] Verify that 2 is a primitive root mod p = 11, that is, order
of 2 modulo 11 is 10. Using r = 2 and p = 11, explain how Alice and Bob
can use Di�e-Hellman Key Exchange (also called Key Agreement) to agree
on an integer x, 1  x < 11.
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7.[10 points] Use Möbius inversion to prove that for any n � 1 we have:

X

d|n
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d
= �(n).

(Hint: recall that in class we proved a theorem/formula for the summatory
function of �.)

8

We know : E ten , = n →
Let us

call

the idenity function

d In by I i. e . Ich ) = h .

Applying Mobius inversion we get :

µ * I = to

That is , [ µcd ) . I = ten ,
th E IN .

dln



8.[2 points] Draw yourself taking this exam!
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