e a/p) - (1/(pg)). & very small number if p anq q
pq) =

l/l;‘s;](wl g =107, witin = (61 02D/= 7747 and r = (61
r p = 61, 2 ol
7560. Now suppose We select e as 17.
1o message that we wish to encrypt-

INVEST IN BONDS
assignments as in part (b) of Example 14. 154. here we would replace
|ﬁerzly 8). Then we replace “N” by 13. This provides us with the
0813 — for the first two letters “IN”. The assignmeng
[where we have appended the letter “X” to the e
r, four digits)]:

— namely,
e is as follows
1 block to have two letters (o
S e peeE N e D Si X
04 18 19 08 13 IS s 03 1823

ock B of four digits by the encryption function E, where E(B) =
ir exponentiation can be carried out efficiently by using the proce-
) So here the domain of E is the concatenation of Zs with itself,

69 2104"7 mod 7747 = 0628 1819'7 mod 7747 = 5540
60 01147 mod 7747 = 6560 13037 mod 7747 = 6401

29.

ent of the encrypted assignment (for the given plaintext message)

) 0628 5540 2169 6560 6401 4829.

ow does the recipient decrypt the ciphertext received?”

., (= Z(n)» we can use the Euclidean algorithm (as in Example
= . Then we define the decryption function D, where D(C) =
* of four digits. Since e~! = d, it follows that ed = 1 mod ¢ (n) —
1. Therefore, ed = k¢(n) + 1. for some k € Z. Now recall the ar-
r the probability that a randomly selected element e from Z, is
»). For any block B of four digits, we consider B as an element of
er B as a unit in Z,. Since the units in the ring (Z,. +. *) form a
er multiplication, it follows from the result in Exercise 8 of Section
1= (B*™) B! = B (mod n). or B mod n = B. [This is also 2
ﬂ\corem. as stated in part (b) of Exercise 13 in Section 16.3.]

rom the previous paragraph in our example we have p = 61.4 =
=9(1) = (p—1)(g - 1) = (60)(126) = 7560, and e = 17. From
n we calculate d = e~ = 3113. Now we find, for instance, that
813 and that 0628°'"* mod 7747 = 2104. Continuing. the recipien*
assignment for the original plaintext and then the plaintext.

h?ﬂ:zr:osyslem more secure than the private-key cryptosystems

san exm: ‘;;h:;t o R§A cryptosystem is nof a private-key Cf)'li:

ieaampl of a pubic-key cryptosystem, where the key (1: €
one needs to do to decrypt the encrypted assignment is

L0 determine ¢ = el e IO NESHIETY 761

Z (=7
$(n)). Now it is 1
n) W It is time to reglize that by knowing 1 we d
5 e do
9 = 1), we need to know
Tea DElermjning the lf‘.m $0 much more secure than
primes p, g, when the
.4, y are 100

In closing, we show how ¢
problem of determining y =

g sna
while

he problem of factor

(P=1)(g ~ 1). We start by observing that

ring the modulus 7 as pq is related to the

p_l)(qﬁl)‘ki:"’¢(”)+l:u~r+|_

p*q:ﬂm:m:m
=Vo+9? == Jo=rr 17 =an.

Then, from these two equations, we learn that

P=/DUp+9)+ (-l =1/2[m—r+ 1)+ Vo

and

q=1/2)(p+q) - P=-9l=0/[(n—r+1)— m}

Consequently, when we know n and r, then we can readily determine the primes p, g such

that n = pq.

EXERCISES 16.4

The use of a computer algebra system is strongly recom-
mended for the first four exercises.

1. Determine the ciphertext for the plaintext INVEST IN
STOCKS, when using RSA encryption with e =7 and n =
2573.

2. Determine the ciphertext for the plaintext ORDER A PIZZA,
Wwhen using RSA encryption with e = 5 and n = 1459.

16.5
Elements of Coding Theory

In this and the next fou

algebraic coding theory. This theory
Shannon (1948) along with results by !
o that time it has become an area of great interes
and combinatorics all play role.

will be held to an in
Aot y strings of the signals 0 and 1.

when informatio
As a result of X
al may be received, thus causing

Sinc:

of information represented b

In digital communications,
se.

and 1’s, certain problems an
is transmitted a different Sigl

3. Determine the plaintext for the RSA ciphertext 1418 1436
2370 1102 1805 0250, if e = 11 and n = 2501.

4. Determine the plaintext for the RSA ciphertext 0986 3029
1134 1105 1232 2281 2967 0272 1818 2398 1153, if
e =17 and n = 3053.

5. Find the primes p, ¢ if n = pg = 121,361 and ¢(n) =
120,432

6. Find the primes p. g if n = pg = 5,446,367 and ¢(n) =
5.441,640.

r sections we introduce an area of applied mathematics called

was inspired by the fundamental paper of Claude
Marcel Golay (1949) and Richard Hamming (1950).
t where algebraic structures, probability,

troductory level as we seek to model the transmission
1 is transmitted in the form of strings of 0's

“poise” in the channel, when a certain signal
the receiver to make a wrong
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decision. Hence we want to develop techniques to help us detect, and perhaps even Correcy
transmission errors. However, we can only improve the chances of correct "“nsmissinnt
there are no guarantees.

Our n\odgl uses a binary symmetric channel, as shown in Fig. »1 6.2. The adjective binary
appears because an individual signal is represented by one of the bits 0 or 1. When 3
transmitter sends the signal 0 or 1 in such a channel, associated with either signal s 5
(constant) probability p for incorrect transmission. “f'hcn that probability p is the s fo‘r
both signals, the channel is called symmetric. Here, for example, we have probability pio
sending 0 and having 1 received. The probability of sending signal 0 and hay Ing it receiveq

correctly is then 1 — p. All possibilities are illustrated in Fig. 16.2.

1% 0

0 p &

P
Transmitted Received
signal p signal
.
1 i=n 1

The Binary Symmetric Channel
Figure 16.2

Consider the string ¢ = 10110. We regard c as an element of the group Z3, formed from
the direct product of five copies of (Z,, +). To shorten notation we write 10110 instead of
(1,0, 1, 1, 0). When sending each bit (individual signal) of ¢ through the binary symmetric
channel, we assume that the probability of incorrect transmission is p = 0.05, so that the
probability of transmitting ¢ with no errors is (0.95)° = 0.77.

Here, and throughout our discussion of coding theory, we assume that the transmission of
each signal does not depend in any way on the transmissions of prior signals. Consequently,
the probability of the occurrence of all of these independent events (in their prescribed
order) is given by the product of their individual probabilities. :

What is the probability that the party receiving the five-bit message receives the SLN_"E
r = 00110 —thatis, the original message with an error in the first position? The probability
of incorrect transmission for the first bit is 0.05, so with the assumption of independent
events, (0.05)(0.95)* = 0.041 is the probability of sending ¢ = 10110 and receiving 7 =
00110. With e = 10000, we can write ¢ + ¢ = r and interpret 7 as the result of the sum of
the original message ¢ and the particular error pattern e = 10000. Since ¢, 1. € € 73 and
—1=1inZ; wealsohavec+r=candr 4+ ¢ =c.

In transmitting ¢ = 10110, the probability of receiving » = 00100 is

(0.05)(0.95)%(0.05)(0.95) = 0.002,

so this multiple error is not very likely to occur.

Finally if we transmit ¢ = 10110, what is the probability that r differs from ¢ in exacty
two places? To answer this we sum the probabilities for each error pattern consisting of t¥0
I's and three 0's. Each such pattern has probability 0.002. There are (3) such patters =2

THEOREM 16.10
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5
(2>(0.05)-(0.95)‘ =0.021.

These results lead us to the following theorem,

Let ¢ € Z3. For the transmiss;
s ission of i
p of incorrect transmission, ok binary symmetric channel with probability

a) the probability of receiving r =

¢ ¢+ e, where e is a particular err isti
= v e (" . k) OVS‘ ks pk(] ey y2 Or pattern conslsung

=)
b) the probability that (exactly) k errors are made in the transmission is

()pha = pytt

In Examp]e 16.19, the probability of making at most one error in the transmission of
i |0_1 19 is (9-95)5 + (3)(0.05)(0.95)* = 0.977. Thus the chance for multiple errors in
will be id ligible throughout the di ion in this chapter. Such
anassumptionis valid when p is small. Inactuality, a binary symmetric channel is considered
“'good” when p < 10~ However, no matter what else we stipulate, we always want p <
1/2.

To improve the accuracy of transmission in a binary symmetric channel, certain types
of coding schemes can be used where extra bits are provided.

Form, n € Z*, letn > m.Consider @ # W C Z5. The set W consists of the messages to
be transmitted. To each w € W are appended n — m extra bits to form the code word ¢, where
¢ € Zj. This process is called encoding and is represented by the function £: W — Z3.
Then E(w) = ¢ and E(W) = C C Zj. Since the function E simply appends extra bits
to the (distinct) messages, the encoding process is one-to-one. Upon transmission, ¢ is
received as T (c), where T'(c) € Z3. Unfortunately, 7' is not a function because T'(c) may be
different at different transmission times (for the noise in the channel changes with time). (See

Fig. 16.3.)

Associated code | 7 | The received p | Thedecoded
(’;A: Zﬁ%\?nvt word ¢ = Ew) (an |- wordT(c)@@n —> result (an s
of 23) element of Z3) element of Z3) element of 22)
7
Binary symmetric channel

Figure 16.3

we want to apply a decoding function D: Z} — Z3 to remove the
obtain the original message w. Ideally D o T o E should bg the
D: C — W. Since this cannot be c.xpected. we seek functions
high probability of correctly decoding lhf: received word lT(c )
message w. In addition, we want the ratio _m/n to be L:s aorge
ive number of bits are not appended to w in getting the code

Upon receiving IHEE
extra bits and, we hope, 0
identity function on 1 »r/uh
E and D such that there isa
and recapturing the original
as possible so thatan excess!

S

A
*.Ihs is the binomial probabilitydisTbuton

was developed in (optional) Sections 35and 3.7.
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word ¢ = E(w). This ratio m/n measures the efficiency of our scheme and is called the rate
of the code. Finally, the functions £ and D should be more than theoretical results:
must be practical in the sense that they can be implemented electronically,

In such a scheme, the functions £ and D are called the encoding and decoding functions

 they

respectively, of an (n, m) block code.
We illustrate these ideas in the following two examples.

Consider the (m + 1, m) block code for m = 8. Let W = Z3. For each u Wy €
W, define E:Z8 — ZJ by E(w) = wyw; - - - wgwe, where wy = 8 | Wi, with the .I(i{‘l.
tion performed modulo 2. For example, E(11001101) = 110011011, and £(00] 10011) =
001100110.

Forallw € I’: E(w) contains an even number of 1's. So for u 11010110 and E(w) =
110101101, if we receive T'(c) = T(E(w)) as 100101101, from the odd number of I'sin
T (c) we know that a mistake has occurred in transmission. Hence we are able to detect
single errors in transmission. But we seem to have no way to correct such errors.

The probability of sending the code word 110101101 and making at most one error in

transmission is
a=»’+Qrt -p*

All nine bits are One bit is changed in
correctly transmitted. transmission and an error is detected.

For p = 0.001 this gives (0.999)° + ()(0.001)(0.999)® = 0.99996417

If we detect an error and we are able to relay a signal back to the transmitter to repeat
the transmission of the code word, and continue this process until the received word has an
even number of 1's, then the probability of sending the code word 110101101 and receiv ing
the correct transmission is approximately 0.99996393."

Should an even positive number of errors occur in transmission, T (c) is unfortunately
accepted as the correct code word and we interpret its first eight components as the original
message. This scheme is called the (m + 1, m) parity-check code and is appropriate only
when multiple errors are not likely to occur.

If we send the message 11010110 through the channel, we have probability (0.999)° =
0.99202794 of correct transmission. By using this parity-check code, we increase our
chances of getting the correct message to (approximately) 0.99996393. However, an extra
signal is sent (and perhaps additional transmissions are needed) and the rate of the code has
decreased from 1 to 8/9.

But suppose that instead of sending eight bits we sent 160 bits, in successive strings of
length 8. The chances of receiving the correct message without any coding scheme would be

0.001 the probability that an odd number of errors occurs in the transmission of the code word

TFor
110101101 &
)
Podd = (1)(0.999)%(0.001) + (3)(0.999)(0.001* + (2)(0.999)*(0.001)% + (2)(0.999)2(0.001)" + (3)(© 001)'
= 0.008928251 -+ 0.000000083 + 0 4 e — 0.008928334.

With g = the probability of the correct transmission of | 10101101 = (0.999)°, the probability that this code word

is transmitted and comrectly received under these conditions (of retransmission) is then given by

2
4+ Podd 4 + (Poad) g + (Posa)’q + - - = /(1 = podg) = 0.99996393 (to eight decimal places)-

" EXAMPLE 1621
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WI‘Ih the parity-check metho
W Inerease o (0.999964)%

(0.999)!% = 85907
-00207557.
for correct transmission g od we send 180 bits, but the chances

0.99928025

> (3m, m) triple re, petitic e By
o lrun~||\xs~|xy||_IWi(hI,,, ;i";(’:,:,/(]d;/“ ();A;‘ ‘1:‘53?“‘1" b(:lh {/(:1(::[ and correct single errors
A A “pWedefine E: 7 — 72 by E(uyw, - . - wow, )=

'“. WWIws -« Wy, . . . g, s

TI::U»’,',','T yfl(?l.lf)lll,lhcgr" Ew) = 1011011101101110110111
e ]L(:;(()(I)TL; unction D: ;' > Z; is carried out by the majority rule. For example, if
& 1724 s .{(J(JI l'[)l ] 110110110, then Wc‘huvc three errors occurring in positions 4,

» and 24. We decode T (c), by examining the first, ninth, and seventeenth positions to see

which signal appears more times, Here it is 1 (which occurs twice), so we decode the first
c!ury in the dccpdcd message as 1. Continuing with the entries in the second, tenth, and
eighteenth positions, the result for the second entry of the decoded message is 0 (which
oceurs all three times). As we proceed, we recapture the correct message, 10110111

Although we have more than one transmission error here, all is well unless two (or more)
errors occur with the second error eight or sixteen spaces after the first— that is, if two (or
more) incorrect transmissions occur for the same bit of the original message

Now how does this scheme compare with the other methods we have? With
0.001, the probability of correctly decoding a single bitis (0.999)* + (3)(0.001)(0.999)2 =
0.99999700. So the probability of receiving and correctly decoding the eight-bit message
is (0.99999700)* = 0.99997600, just slightly better than the result from the parity-check
method (where we may have to retransmit, thus increasing the overall transmission time)
Here we transmit 24 signals for this message, so our rate is now 1/3. For this increased
accuracy and the ability to detect and now correct single errors (which we could not do in
any previous schemes), we may pay with an increase in transmission time. But we do not

waste time with retransmissions.

(ii) 000100011; (iii) 010011111

L Let C be a set of code words, where C € Z
following, two of e (error pattern), r (received word) and ¢ (code
word) are given, with r = ¢ + e. Determine the third term.

a) ¢ = 1010110, r = 1011111

b) ¢ = 1010110, ¢ = 0101101

©) e = 0101111, r = 0000111 sion.)
2. A binary symmetric channel has probability p :0-05| §
incorrect transmission. If the code word ¢ = 01101110 |=
transmitted, what is the probability that (a) we receive
OLILI11012 (b) we receive r = 1110111002 (¢) a single f“:: nal 0.
9ecurs? (d) a double error occurs? (¢) a triple error oceurs e
() three errors oceur, no two of them consecutive?

3. Let E: 73 — 73 be the encoding function forthe (

Tepetition code.

) If D: 75 2 is the corresponding decot
ply D to decode the received words (i

b) Find three different received words r for which D(r) =

7. In each of the

¢) Foreach w € Z3, whatis [ D' (w)|?
4, The (Sm, m) five-times repeition code has encoding func-
h;)n E: 2" — 2", where E(w) = wwwww. Decoding with
D: 25" — 72 is accomplished by the majority rule. (Here we

are able to correct single and double errors made in transmis-

what is the probability for the transmis-

of a) With p = 0. y
sion and correct decoding of the signal 0
age 110 in place of the sig-

b) Answer part (a) for the mess:
— 2, decode the received word

= 0111001001
. find three received words r where D(r) = 00-
and D: Z1° — 23, whats | D~ (w)] for each

9, 3) triple

d) Ifm
¢) Form =2

ecoding function: ez

) 111101100;
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16.6

The Hamming Metric

EXAMPLE 16.22

In this section we develop the general principles for discussing the error-detecting and
error-correcting capabilities of a coding scheme. These ideas were developed by Rizhard
Wesley Hamming (1915-1998).

We start by considering a code C C Z3, where ¢; = 0111, ¢, = 1111 e C, Now both
the transmitter and the receiver know the elements of C. So if the transmitter sen(_lsOl
but the person receiving the code word receives T (c;) as 1111, then he or she feels 1hr|‘
¢2 was transmitted and makes whatever decision (a wrong one) ¢, implies. Cnnscquemla
although only one transmission error was made, the results could be unpleasant. Wh y
this? Unfortunately we have two code words that are almost the same. They are mlt‘mr cly 5
to each other, for they differ in only one component. s

We describe this notion of closeness more precisely as follows.

Foreachelementx = x;x; - - - x, € 75, wheren € Z", the weight of x,denoted wt(x), is the
number of components x; of x, for 1 <i < n, where x; = L.1f y € Z3, the distance between
X and y, denoted d(x, ), is the number of components where x; # y;, for 1 <i <n

Forvnv =5, letx = 01001 and y = 11101. Then wt(x) = 2, wt(y) =4,andd(x, y) =2.In
addition, x 4 y = 10100, so wt(x + y) = 2. Is it just by chance that d(x, ) == Wi +.y)"
For e.ach 1 <i <5, x; + y; contributes a count of 1 to wt(x + V)X S y.
contribute a count of 1 to d(x, y). [This is actually true for all ;z €Z", so \;/l(x + \l) :’
d(x, y) for all x,y€Zj] ; ;

When x, y € Zj, we write d(x, y) = Y7 d(x;, y;) where,

A Rt e

foreach | <i <n,
1 ifx # .

EMMA 16.2

Forall x, y € Zj, wi(x + y) < wi(x) + wi(y).

Proof: We prove this lemma by examining, foreach | < i < n, the components ., Vi, Xi + Vis
of x, y, x + y, respectively. Only one situation would cause this inequality to be false: if
X+ yi = 1 while x; = 0 and y; = 0, for some 1 <i < n. But this never occurs because
Xi + y; = 1 implies that exactly one of x; and yiis 1,

In Example 16.22 we found that

Wix + y) = wi(10100) = 2 < 2+ 4 = wi(01001) + we(11101) = we(x) + Wi():

HEOREM 16.11

The distance function d defined on 75 X 7 satisfies the following for all x, y, 2 € Z;
a) d(x,y) =0
©) d(x,y) =d(y, x)

b)dx,y)=0x =y
d) d(x,z) <d(x, y) +d(y, 2)

PR sss

Definition 16.10

16. i i
Proof: We leave the firs| Sl o

In 25 y+y=o
O +2) < wi(x + )
Wiy +2) = d(y, 7)
Inequality.)

t 4
l}:‘r)ec Ip.ms for the reader ang Prove part (d),
:Hw z (x;z) = Wi(x +2) = wi(y 4 0+ \'; he,
5 Y+2), by Lemma 162, With wi(x 4
. the result follows, ( e

wi((x + y) +
! d(x,y) and
This. property is generally called the Triangle

When a function sati It a
a satisfies the four properties Ji
p : operties listed in The
L s 1 pI in Theorem 16.11, it is called
4 [ncerfu 01 : Or metric, and we call (23, d) a metric Space. Hence d (as given above)
often referred to as the Hamming metric. This metric is used in the following.
8.

Forn,ke€Z* and x € 7! f
il ZQJ T ;)E Z3, the sphere of radius k centered at x is defined as S(x, k) =
e e e L e e

For n=3 and x = 110€ 23, S(x, 1) = {110, 010, 100, 111} and
e 010, 100, 111} and S(x, 2) = {110, 010,
100, 111, 000, 101, 011}. g el e

With these preliminaries in hand we turn now to the two major results of this section.

THEOREM 16.12

THEOREM 16.13

Let E: W — C be an encoding function with the set of messages W € Z7' and the set of
code words E(W) = C C Z3, where m < n. If our objective is error detection, then for
ke Z*, we can detect all transmission errors of weight < & if and only if the minimum
distance between code words is at least k + 1.

Proof: The set C is known to both the transmitter and the receiver, so if w € W' is the
E(w) is transmitted, let ¢ # T'(c) = r. If the minimum distance between
en the transmission of ¢ can result in as many as k errors
wi(e) < k. Conversely,

message and ¢
code words s at least k + 1, the
and r will not be listed in C. Hence we can detect all errors where 5
let ¢y, ¢> be code words withd(ci, ¢2) <k + 1. Thene; =1 +e whcrg wt(e) < k. If we
send ¢ and 7 (¢;) = ¢z, then we would feel that ¢; had been sent, thus failing to detect an

error of weight < k.
S e

about error-correcting capability?

What can we say

m 16.12. If our objective is error correction, then for
—» W that corrects all transmission
between code words is at least

Let £, W, and C be as in Theorem 10.12 i
k € Z*, we can construct decoding function D:Z}
errors x;l' weight < k if and only if the minimum distance

2k+1.

Proof: For ¢ € C, consi

If r € Z3 and r € S(¢,

cis lhe~ (unique) code W
D(r) = wo, Where o

?:: kae)only problem we could

happen if there is an element 7

— W as follows.
) = c. [Here
then we de-
¢ it is cho-

Jd(c, x) £k} Define D: Z; ?
rd ¢, then D(r) = w where E(w
) If r ¢ S(c. k) for any c€C.
ge that remains fixed once it is che
ht not be a function. This will
k) and S(c2, k) for distinct
Slcy, k)= dlca, r) k. so
if the minimum distance
decode all possible

der S(c, k) = (x€Z3
k) for some code wor
ord nearest 10 7
is some arbitrary message t
face here is that D migl
in 2 with 7 in both S(eis
> d(ey, r) <k and r €

code wordsdc(l- Czr-)B'" i S(C"/‘ +h<2k+1 Consequently,
d(ci, c2) Sdlen
between code WO!

+d(r. L‘ZJZSI(*' . then D is a function. and it will

rds is at least
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received words, correcting any transmission error of weight < k. Conversely, if el oG
and d(cy, ¢2) < 2k, then ¢, can be obtained from ¢y by making at most 2k dmngcs. Sluning
at code word ¢; we make approximately half (exactly, ld(er, €2)/2]) of these changeg,
This brings us to r = ¢; + e; with wi(e;) < k. Continuing from r, we make the Temaining
changes to gt to ¢ and find r + e = ¢ with wt(e2) k. Butthen 7 = ¢; 4 ¢, Now with
a +:,‘ E ¢, + e, and wi(e;), wi(e) < k, how can one decide on the code word from
which 7 arises? This ambiguity results in a possible error of weight < k that cannot be

corrected.

SRR

With W = Z3 let E: W — Z be given by

E(00) = 000000 E(10) = 101010 E(01) = 010101 E(11) = 111111,

Then the minimum distance between code words is 3, so we can correct all single errors,
With
S(000000, 1) = {x € Z3|d (000000, x) < 1}
= {000000, 100000, 010000, 001000, 000100, 000010, 000001},
the decoding function D: Z3 — W gives D(x) = 00 for all x € S(000000, 1).
Similarly,
$(010101, 1) = {x € Z§|d(010101, x) < 1}
= {010101, 110101, 000101, 011101, 010001, 010111, 010100},
and here D(x) = 01 for each x € S(010101, 1). At this point our definition of D accounts
for 14 of the elements in Z3. Continuing to define D for the 14 elements in S(101010, 1) and
S(111111, 1) there remain 36 other elements to account for. We define D(x) = 00 (or any

other message) for these 36 other elements and have a decoding function that will correct
single errors.

Beware! There is a subtle point that needs to be made about Theorems 16.12 and 16.13.
For example, if the minimum distance between code words is 2k + 1 one may feel that
we can detect all errors of weight < 2k and correct all errors of weight < k. This is not
necessarily true. That is, error detection and error correction need not take place at the same
time and at the maximum levels. To see this, reconsider the (6, 2)-triple repetition code of
Example 16.24. Here the encoding function E: W (= Z2) — ZS§ is given by E(wjw2) =
wwawwaww, and the code comprises the four elements of ZS in the range of E. Since
the minimum distance between any two elements of Z2 is 1, it follows that the minimum
distance between code words is 3 (as observed earlier in Example 16.24).

Now suppose that our major objective is error correction and that r = 100000 [¢ E(W)]
is received. We see that d(000000, r) = 1, d(101010, r) = 2, d(010101,r) =4 and
d(111111, r) = 5. Consequently, we should choose to decode r as 000000, the uniqué
code word nearest to . Unfortunately, suppose that the actual message were 10 (with corre”
sponding code word 101010), but we received r = 100000, Upon correcting 7 as 000000
we should then decode 000000 to get the incorrect message 00. And, in so doing, W€ bats
failed to detect an error of weight 2.

In this type of situation one can develop a scheme where a mixed strategy is used. Here
both error correction and error detection may be carried out at some levels.
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167 The Paity. Check and i
enerate
For t €N, if he erator Matrices 769

d(cy, r) <1, then we
If there exists a secor

received word js &
i :‘d (1;\,;[;1_1;: there is a unique code word ¢; such that
TR SUCh,h 1€ case where r = ¢, is covered whenr = (.)
et d ) that d(c,, r) =d(cy, r),orif d(c, r) > t for all
Al ﬁis(v red (and retransmission is generally requested). Using
e S ;mce between code words is at least 2t + 5 + 1, for s €N,
s of wej ct 4 ithow 4 :

Gl ight <1 and detect all errors with weights between
When using this

ing this scheme for the (6, 2)-triple repetition code, our options include:
1) t =0; 5 = 2: Here we ¢

hs : can detect all errors of weight < /e ha
correction capability. GG

2) t = I35 = 0:Singlee corm i
) 5 0: Single errors are corrected here butthere s no error-detecting capability.
If we use Ihe(lq. 2), »hVL-Ilmes repetition code, then the minimum distance is 5. Applying
the above scheme in this case, our options now include:
1) 7 = 0; s = 4: Here we can detect all errors of weight <4 but we have no error-
correction capability.
2) t = 15 s = 2: Now single errors are corrected and we can also detect all errors e,
where 2 < wt(e) <3.
)R
capability.

0: All errors of weight < 2 are corrected but there is no error-detecting

[For more on this, the interested reader should examine Chapter 4 of the text by S. Roman
[24].]

16.7

The Parity-Check and Generator Matrices

In this section we introduce an example where the encoding and decoding functions are
. One of these matrices will help us to locate the nearest code
-\vmd. This will be especially helpful as the set C of code words

given by matrices over
word for a given received
grows larger.

Let

o0 0]

e 3 X 3 identity matrix /3.

The first three columns of G form th AI

I 3'3 i OVCY:irzl-x formed from the last three columns of G, we wrifc G = [h]
Letting A flenmc the “‘The (partitioned) matrix G is called a generator n.m/r':.\.Z‘ L
to denote its structure- e eton E: 23 » 751 follovs. o) -
et dd'me :“ btained gy multiplying w, considered as .|hrec4v.hmcn2;“ i
it elemen!"“é‘i)z i::‘n‘ght Unlike the results on matrix multiplication in Chapter /,
vector, by the matrix Ui e e LR
in the calyculalions here we have 1 + ]“m (; n
(Even if the set W of messages 1S

At acsame.
11 of Z3, we'll assum of eI
0 sages of importanc
itter and receiver will both know the real messag
and that the transmi
their corresponding ©

that all of Z3 is encoded
e and

ode words.)
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We find here, for example, that

ROl i )
E(110) = (110)G =[110] [0 1 0 0 1 1| ={[110101],
Qs ORE Ieliaa0) o)
and
LEGS0ECIE a1t )
E(010) = (010)G =[010] {0 1 0 O 1 1 |={[010011].
(RSO B0 |

Note that E(110) can be obtained by adding the first two rows of G, whereas E(010) is
simply the second row of G.
The set of code words obtained by this method is

€ = {000000, 100110, 010011, 001101, 110101, 101011, 011110, 111000} € 75,

and one can recapture the corresponding message by simply dropping the last three com-
ponents of the code word. In addition, the minimum distance between code words is 3,50
we can detect errors of weight < 2 or correct single errors. (We shall assume that multiple
errors are rare and concentrate on error correction.)

For all w = wywyw; € Zg, E(w) = wywrwiwswswg € Zg. Since

MR (1 L B0
E(w) = [wywow3] {0 1 0 0 1 1
O e Ot

= [wiwpws (wi + w3) (wy + ws) (wa + ws)],

we have ws = wy +ws, ws = wy + w), we = w; + w3, and these equations are called the
parity-check equations. Since w; € Z, for each 1 < i < 6, it follows that w; = —w; and so
the equations can be rewritten as

wy + w3 +wy =0
w; + wy + ws =0
w2 + w3 + we = 0.
Thus we find that
wy
L 05 0 0 Son il 0
Ut 00 TR0l e — o1
0L L 000 e 0
Ws
we |

where (E(w))" denotes the transpose of E(w). Consequendy. ifr=rra:-- 16 € ng e
can identify r as a code word if and only if

0
H-r"= |0
L0
Writing H = [B| /3], we notice that if the rows and columns of B are interchanged: the
we get A. Hence B = A", ¢

- This
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From the theory develope i minimur;
d e i stanc
: ; arlier on error correction, because the mini; distance

R f this e 4
function that corrects single el_rm‘sxample 15 3, we should be able to develop a decoding

Suppose we receive r ~
"eighgsr e ];i;?:i srﬂ—lolnlg()ll‘lstl)0 \fJVe 0;vzmt 10 find the code word c that is the nearest
? - Ot code words against which to ch k
etter off to first examine -1, which is called the syndrome of rj-leerce e

1

L0 adotion kil arp

B g g O A0
0110011l I

0

S0 r is not a code word. Hence we at least detect an error. Looking back at the list of
code words, we see that d(100110, r) = 1. For all other c € C, d(r, ¢) > 2. Writing r =
¢+ e = 100110 4 010000, we find that the transmission error (of weight 1) occurs in the
second p of 7. Is it just a coinci that the synd; H - r" produced the
second column of H? If not, then we can use this result in order to realize that if a single
transmission error oceurred, it took place at the second component. Changing the second
component of 7, we get ¢; the message w comprises the first three components of c.

Letr = ¢ + e, where ¢ is a code word and e is an error pattern of weight 1. Suppose that
1 is in the ith component of ¢, where | < < 6. Then

Hor"=H-(c+e=H-("+e)=H c"+H "
With ¢ a code word, it follows that H - ¢ = 0,50 H - 7" = H - " = ith cplumn of @aln‘x
H. Thus ¢ and r differ only in the ith component, and we can determine ¢ by simply

changing the ith component of 7. ; :
Since we are primarily concerned with transmissions where multiple errors are rare, this

technique is of definite value. If we ask for more, however, we find ourselves expecting too

much. ;
Suppose that we receive r = 000111, Computing the syndrome

0
0
1011000 1
Hvr"=1100101=|'
041 00T G 1
1

> be obtained as
columns of H. Yet H -r' can
e came from the first and sixth co]um:;ls (;f Hd,
i the third an

i omponents in r results in the code »\_lord IOOhl.lg. If dw; ff;r:ompo",ms o
S T et this syndrome, upon changing the third an onpeoenis o
s : lgdi word, 001101. So we cannot expect H to correct multip!
r we get a second ¢ 8

 the minimum istance between code words is 3.
is is no surprise sinc th tance be
This i di cods

we obtain a result that is not 0ne ?H 2t
the sum of two columns from H.1

ituation. For m, n € Z*
16.25 for the general situation.
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