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What Is This?

» Both a presentation and a reference

— Some of the slides are eye charts, but that’s
for your own reference later
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th Are We Here?

» Discuss what is “jointness” and how to achieve it

» Discuss and improve response, at all levels, to complex
disasters and incidents

» Discuss who responds to an event and how to
coordinate their efforts, systemically, to optimize
response

» Discuss methods and tools for designing and
implementing a response
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Learnina Ob'lectives

»Principles of joint mission planning

» Strategies for achieving jointness in a heterogeneous
civilian/military operating environment

»Fundamental principles of planning homeland security
missions in decentralized operating environment

» Strategies for collaboration with key organizations

Unconventional Concepts, Inc. 5

Four Kex Rules for Jointhess

Lose the ego

Forget traditions

Lose the lingo

Eat out of the same rice bowl

hwh PP

Maj. Mike Malone, USMC (RET)
Former S3, USMC CBIRF
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Who Is Hogmeier?

» Mechanical Engineering Background
» Started in Combat and Weapon Systems Testing
» 20 years in national security and counterterrorism
» Focus on
» Systems analysis
» Countering suicide attacks
> WMD
» Operational and technical issues
» Population preparedness
» Selected Former consulting/advisory positions
» Special Advisor on WMD and HLS to the US Surgeon General
» Sr. Science Advisor, DATSD/CBD, DOD
» Sr. Technical Advisor, US Army Medical Research and Materiel Command
» Researcher, Institute for Counter-terrorism, Israel
> Member, Board of Directors, International Counter-Terrorism Academic
Community (ICTAC)
» Numerous other positions
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Outline

¢ Definitions And Basic Concepts
¢ What Is A Disaster

¢ Standardized Planning Scenarios
* Response

¢ Federal Response

* Population

* Management

« National Response Plan

* Emergency Support Functions
¢ Building A Response Structure
e Tools For Mission Planning

e Communications

e Exercise And Experimentation
< Enabling Legislation

e Summary
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Disaster; What Is It?

» Something bad happening to lots of people or things
> Three types:

» Man-made intentional

» Man-made accidental

» Natural

> NOT defined as:
> Medical

» Chemical/radiological/biological
> Etc.

All disasters are complex management problems, and
have many different facets!

They do NOT have only one focus!

Unconventional Concepts, Inc. 10
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Who |s Affected By A Disaster?

» Everyone!
» People directly affected
» People directly responding

» People who clean up (consequence
management)

» Everyone touched by any of these

Unconventional Concepts, Inc. 11

Who Responds To A Disaster

> In general
» Professional responders
» It's their job
» Bystanders/Convergent Responders
» Who happen to be near and can help

» Victims
» Those unlucky enough to be caught up in it

Continuum of Response

Unconventional Concepts, Inc. 12
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Convergent Responder

»By-standers not immediately effected by the incident

»Individuals who come to the affected area to provide
any type of assistance

»Non-organized groups

»>Volunteer groups

Unconventional Concepts, Inc. 13

Continuum of a ResEonse

Planning and Preparation

— Contingencies

— Development of CONOPS and SOPs
— Training/exercises

— Mitigation

Response

Consequence Management

— Long term aftermath

— Lessons learned

— Changes to CONOPS and SOPs

» Do again and continue to improve

Evolving Process

Unconventional Concepts, Inc. 14
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Span Of Control

Fundamental principle of incident command for managing
people and resources

»The control a single person/manager has over a
group/team or individuals

»The larger the span of control, the less effective

»Typically, 3 to 7 is optimal for a span of control

Unconventional Concepts, Inc. 15

Incident Command

Scalable management structure used to organize an incident response.

Incident Command System

Organizational Chart Supervisor
Title
Command
T T 1
| |
Operations Planning Logistics Financel/Admin =
Section Section | Section Eecron
I Chief
[mranen | | mranon | | sranon | Director
Division Group Supervisor
Leader
Singl
Resource
Resource
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P
Joint Mission Planning

Joint mission planning is directed toward the employment of assets within the
context of a response to attain specified objectives.

Joint mission planning involves a sequential process performed
simultaneously at the strategic, operational, and tactical level

» Strategic level
» Development of strategic objectives and tasks in support of an overall
strategy

» Operational level
»Planning that links the tactical employment of assets to strategic
objectives

» Tactical level
»Direct employment of units and resources during an incident

Unconventional Concepts, Inc. 17
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How To Stop a Runaway Sfage

IR AN R A o= ANS
VoS e /

INNOVATIVE IDEA

SYSTEM IMPLEMENTATION
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Disaster

* An incident that is either quantitatively or
gualitatively outside the experience or
response ability of the effected community

— Two people in a motor vehicle accident are
normal, 200 in a plane crash are a disaster

— 1 person with smallpox, or acute radiation
syndrome, can be a disaster

Unconventional Concepts, Inc. 21

Types Of Disasters

> Natural Disasters

> Tornadoes, Hurricanes, Typhoons, Earthquakes, Flooding,
Landslides, Heat Wave, Winter storm, Drought

> Man-made accidental

> Nuclear criticality, industrial explosion, bridge collapse, building
collapse

» Man-made intentional

> Terrorist bombing, CBRN event

Unconventional Concepts, Inc. 22
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Hazard Vs. Disaster

A hazard is not always a disaster.

» A tornado, tsunami, or flood that
does not harm humans or structures is
not a disaster

Unconventional Concepts, Inc. 23

Conventional Incident

> Pre-determined response plan initiated

» Routine dispatch of EMS, Fire, and Law enforcement
resources

» No requirement for mutual aid or external resources

» Normal incident resolution

» Completed in minimal time

Unconventional Concepts, Inc. 24
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.
Unconventional Incident
I

»>First arriving units determine that an unconventional incident exists

>Response escalates

»Understanding of incident evolves

»Response, along with assets and resources, grow and morph as situation
and situational awareness improves

»Incident becomes stable, response develops and becomes more
“conventional”

»Change from merely reacting, to gaining control of situation

Unconventional Concepts, Inc. 25

P
Considerations For Type Of Response

> A credible threat or indication that an incident will occur
» Event of National Significance

» An incident has occurred that has caused damage,
injuries or death

» Local response system is overwhelmed

» The incident is spread over a large geographic area
involving multiple jurisdictions

» The incident requirbas a multi-discipline response

nconventional Concepts, Inc. 26
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http://www.pittsburghlive.com/images/video/2007_pdfs/0114-chlorine-scenario.pdf

Unconventional Concepts, Inc. 27

—
Planning Scenarios

The department of Homeland Security has
developed 15 disaster scenarios. Each one
would require a full joint response in order to
mitigate the effects.

Unconventional Concepts, Inc. 28
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Notional Comparison Of Terror Scenarios

ﬁ

. Bomb or other conventional weapon
- visual, limited psych, no P2P (person-to-person)
2. Radiological Dispersion Devise (RDD)
- psychological, limited P2P spread
3. Chemical Weapon

- visual, psychological, some P2P spread

4. Biological Weapon
- psychological, P2P spread varies

5. Nuclear detonation

- visual, psychological, limited P2P spread
Unconventional Concepts, Inc.

Description Summary Projected Consequences
Threat
Nuclear Denotation Terrorists detonate a 10-kiloton nuclear device | 450,000 or more evacuees; 3,000 square miles contaminated;
in a large city hundreds of billions of dollars in economic impact
Biological Attack Terrorists spray anthrax spores in a city using 13,000 fatalities and injuries; extensive contamination; billions of
a concealed spray device dollars in economic impact
Biological Disease Natural outbreak of pandemic influenza that 87,000 fatalities; 300,000 hospitalizations; $70 to $160 billion
Outbreak — Pandemic begins in China and spreads to other impact
Influenza countries
Biological Attack — Terrorists release pneumonic plague into 2,500 fatalities; 7,000 injuries; millions of dollars in economic
Plague three areas of a large city impact; possible evacuations
Chemical Attack — Terrorists spray a combination of blister 150 fatalities; 70,000 hospitalized; more than 100,000 persons
Blister Agent agents into a crowded football stadium evacuated; $500 million in economic impact
Chemical Attack — Terrorists use grenades and explosive 350 fatalities; 1,000 hospitalizations; 50% of facility damaged; up
Toxic Industrial devices at petroleum facilities to 700,000 persons evacuated
Chemicals
Chemical Attack — Terrorists spray Sarin into the ventilation 6,000 fatalities in buildings, 350 injuries downwind; evacuations
Nerve Agent system of three commercial buildings in a city | of unknown number of people; $300 million in economic impact
Chemical Attack — Terrorists use explosives to release a large 17,500 fatalities; 100,000 hospitalizations; up to 70,000 persons
Chlorine Tank Explosion | quantity of chlorine gas evacuated; contamination at sight and waterways
Source: Keith Bea, “The National Preparedness .
System: Issues in the 109th Congress,” CRS Report Unconventional Conceptsv Inc. 30
for Congress, March 10, 2005.

15



UCl 2007

Homelang !ecurlty !lannlng !cenarlos ang gummary

Natural Disaster — 7.2 magnitude earthquake occurs in a major 1,400 fatalities, 100,000 hospitalizations; 150,000
Major Earthquake metropolitan area buildings destroyed; hundreds of billions of
dollars in economic impact

Natural Disaster — Category 5 hurricane strikes a major city 1,000 fatalities, 5,000 hospitalizations; 1 million people

Major Hurricane evacuated; millions of dollars in economic impact

Radiological Attack — Terrorists detonate “dirty bombs” in three cities in 180 fatalities, 20,000 detectible contaminations in each
Radiological close proximity city; billions of dollars in economic impact

Dispersal Device

Explosives Attack — Terrorists detonate IEDs in a sports arena, use 100 fatalities, 450 hospitalizations; local economic
Bombing Using suicide bombers in a public transit concourse, impact; minimal evacuations
Improvised and in a parking facility

Explosive Device

Biological Attack — Terrorists contaminate food with anthrax in 300 fatalities, 400 hospitalizations; million of dollars in
Food Contamination processing facilities economic impact
Biological Attack — Terrorists infect livestock at specific locations No casualties; huge loss of livestock; hundreds of
Foreign Animal Disease millions of dollars in economic impact

(FAD, Foot &

Mouth Disease)
Cyber Attack Terrorists conduct cyber attacks on US financial No casualties; millions of dollars in economic impact

infrastructure

Source: Keith Bea, “The National Preparedness .
System: Issues in the 109th Congress,” CRS Report Unconventional Concepts, Inc. 31
for Congress, March 10, 2005.

P
10-Kiloton Improvised Nuclear Device

Casualties Can vary widely
Infrastructure Damage Total within radius of 0.5 to 1.0 mile
Evacuations/Displaced Persons 450,000 or more
Contamination Approximately 3,000 square miles
Economic Impact Hundreds of billions of dollars
Potential for Multiple Events No

Recovery Timeline Years

Scenario Overview:

Stolen from a nuclear facility located in the former Soviet Union.
The nuclear device components are smuggled into the United
States. The 10-kiloton nuclear device is assembled

near a major metropolitan center.

Unconventional Concepts, Inc. 32
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Biological Attack — Aerosol Anthrax
|

Casualties 13,000 fatalities and injuries
Infrastructure Damage Minimal, other than contamination
Evacuations/Displaced Persons Possibly
Contamination Extensive

Economic Impact Billions of dollars
Potential for Multiple Events Yes
Recovery Timeline Months

Scenario Overview:

This scenario describes a single aerosol anthrax attack in one city
delivered by a truck using a concealed improvised spraying device in
a densely populated urban city with a significant commuter
workforce. two additional cities 2 weeks later.

Unconventional Concepts, Inc. 33

" Biological Disease Outbreak — Pandemic
i Influenza,

Casualties At a 15% attack rate: 87,000 fatalities; 300,000
hospitalizations

Infrastructure Damage None

Evacuations/Displaced Persons Isolation of exposed persons
Contamination None

Economic Impact $70 to $160 billion

Potential for Multiple Events Yes, would be worldwide nearly
simultaneously

Recovery Timeline Several months

Scenario Overview:

This scenario hypothetically relates what could happen during the
next influenza pandemic without an effective preplanned response.

Unconventional Concepts, Inc. 34
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P
Biological Attack — Plague

Casualties 2,500 fatalities; 7,000 injuries
Infrastructure Damage None
Evacuations/Displaced Persons Possibly
Contamination Lasts for hours

Economic Impact Millions of dollars
Potential for Multiple Events Yes
Recovery Timeline Weeks

Scenario Overview:

Release pneumonic plague into three main areas of a major
metropolitan city —in the bathrooms of the city’s major airport, at the
city’s main sports arena, and at the city’s major train station.

Unconventional Concepts, Inc. 35

P
Chemical Attack — Blister Agent

Casualties 150 fatalities; 70,000 hospitalized
Infrastructure Damage Minimal

Evacuations/Displaced Persons More than 100,000
Contamination Structures affected

Economic Impact $500 million

Potential for Multiple Events Yes

Recovery Timeline Weeks; many long-term health affects

Scenario Overview.

| ——

Uses a light aircraft to spray chemical agent YELLOW into a
packed college football stadium.
Unconventional Concepts, Inc. 36
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Casualties 350 fatalities; 1,000 hospitalizations
Infrastructure Damage 50% of structures in area of explosion
Evacuations/Displaced Persons Up to 700,000
Contamination Yes

Economic Impact Billions of dollars

Potential for Multiple Events Yes
Recovery Timeline Months

Scenario Overview.

Uses a light aircraft to spray chemical agent YELLOW into a
packed college football stadium.

Unconventional Concepts, Inc. 37

Chemical Attack — Nerve Agent

Casualties 6,000 fatalities (95% of building occupants); 350 injuries
Infrastructure Damage Minimal, other than contamination
Evacuations/Displaced Persons Yes
Contamination Extensive

Economic Impact $300 million
Potential for Multiple Events Extensive
Recovery Timeline 3 to 4 month

Scenario Overview.

Builds six spray dissemination devices and releases Sarin vapor into
the ventilation systems of three large commercial office buildings in a
metropolitan area. The agent kills 95% of the people in the buildings,

Unconventional Concepts, Inc. 38
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Chemical Attack — Chlorine Tank Explosion
I

Casualties 17,500 fatalities; 10,000 severe injuries; 100,000
hospitalizations

Infrastructure Damage In immediate explosions areas, and metal
corrosion increase of heavy exposure

Evacuations/Displaced Persons Up to 70,000 (self evacuate)
Contamination Primarily at explosion site, and if waterways are
impacted :
Economic Impact Millions of dollars
Potential for Multiple Events Yes
Recovery Timeline Weeks

Scenario Overview.

Ruptures a storage tank man-way, releasing a large quantity of chlorine gas
downwind of the site. Secondary devices are set to impact first responders.

Unconventional Concepts, Inc. 39

P
Natural Disaster — Major Earthquake

Casualties 1,400 fatalities; 100,000 hospitalizations
Infrastructure Damage 150,000 buildings destroyed, 1 million
buildings damaged

Evacuations/Displaced Persons 300,000 households
Contamination From hazardous materials, in some areas
Economic Impact Hundreds of billions
Potential for Multiple Events Yes, aftershocks
Recovery Timeline Months to years

Scenario Overview.

In this scenario, a 7.2-magnitude earthquake occurs along a
fault zone in a major metropolitan area (MMA) of a city.

Unconventional Concepts, Inc. 40
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Natural Disaster — Major Hurricane
I

Casualties 1,000 fatalities, 5,000 hospitalizations
Infrastructure Damage Buildings destroyed, large debris

Evacuations/Displaced Persons 1 million evacuated; 100,000 homes
seriously damaged

Contamination From hazardous materials, in some areas
Economic Impact Millions of dollars
Potential for Multiple Events Yes, seasonal
Recovery Timeline Months

Scenario Overview.

In this scenario, a Category 5 hurricane hits a Major Metropolitan
Area (MMA). Sustained winds are at 160 mph with a storm surge
greater than 20 feet above normal

Unconventional Concepts, Inc. 41

e —— e e
Casualties 180 fatalities; 270 injuries; 20,000 detectible
contaminations (at each site)
Infrastructure Damage Near the explosion
Evacuations/Displaced Persons Yes
Contamination 36 city blocks (at each site)
Economic Impact Up to billions of dollars

Potential for Multiple Events Yes
Recovery Timeline Months to years

Scenario Overview:.

Purchases stolen CsCl to make an RDD or “dirty bomb.”

Devices are detonated in three separate, but regionally close, moderate-to-
large cities.

Unconventional Concepts, Inc. 42
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Casualties 100 fatalities; 450 hospitalizations
Infrastructure Damage Structures affected by blast and fire
Evacuations/Displaced Persons Minimal
Contamination None

Economic Impact Local

Potential for Multiple Events Yes
Recovery Timeline Weeks to months

Scenario Overview.

Improvised explosive devices (IEDs) to detonate bombs inside a
sports arena and create a large vehicle bomb (LVB). They also use
suicide bombers in an underground public transportation concourse
and detonate another bomb in a parking facility near the
entertainment complex.

Unconventional Concepts, Inc. 43

I
Biological Attack — Food Contamination

Casualties 300 fatalities; 400 hospitalizations
Infrastructure Damage None
Evacuations/Displaced Persons None
Contamination Sites where contamination was dispersed
Economic Impact Millions of dollars
Potential for Multiple Events Yes
Recovery Timeline Weeks

Scenario Overview:.

——

e

Delivers liquid anthrax bacteria to pre-selected plant workers.

Unconventional Concepts, Inc. 44
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Casualties None

Infrastructure Damage Huge loss of livestock
Evacuations/Displaced Persons None
Contamination None

Economic Impact Hundreds of millions of dollars
Potential for Multiple Events Yes

Recovery Timeline Months

Scenario Overview.

Targets several locations for a coordinated bioterrorism attack on the
agricultural industry. Approximately two months later, UA teams
enter the United States and infect farm animals at specific locations.

Unconventional Concepts, Inc. 45

Cyber Attack

Casualties None directly
Infrastructure Damage Cyber
Evacuations/Displaced Persons None
Contamination None

Economic Impact Millions of dollars
Potential for Multiple Events Yes
Recovery Timeline Weeks

Recovery Timeline Months
Scenario Overview.

Conducts cyber attacks that affect several parts of the nation’s
financial infrastructure over the course of several weeks.

Unconventional Concepts, Inc. 46
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What Is A Reseonse?

» Both organized and unorganized reaction
to an event

* Encompasses individuals, organizations
and governmental actions

» Crosses many boundaries and
“communities”

— Both conventional, as in polity, as well as the
broader sense of groups of like-skilled or like-
minded people

Unconventional Concepts, Inc. 48
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Layers Of Response

0 <5 <lHour Hours Days
Minutes
Unconventional Concepts, Inc. 49

FEDERAL
RESPONSE

CIvIL
RESPONSE

POPULATION

nconventional Concenis. loc »
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<

FEDERAL
RESPONSE

CIVIL

RESPONSE

Unconventional Concepts, Inc.

Incident Response

a

MORTALITY
MORBIDITY

CIVIL
RESPONSE

FEDERAL
RESPONSE

\ 4

Unconventional Concepts, Inc. 52
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I
Response Escalation

<+—eConvergent response &— \XlIJI:‘O

Regional Military
Crisis Response

Victims National

Multinational

Bystanders Regional
Consequence

Local Management
Organized

Response

<4— Friction Points —>

P Individual Population
«
»
»
Unconventional Concepts, Inc. 53
Assessment Public Works Heavy ~ Rehab
completed, N :
. Equipment Requested ~ Unit
perimeter
established, Request
additional Crime scene Recall
resources Medical ~established, Initiated Mortuary Fire Response Curve
Training and Explosion PSAP requested, ICS System  Investigation EOC Response Exceeded, Mutual Aid
Preparation  Occurs Notification Implemented  Activated Begins Activated | Plan Initiated Requested

Preplanning Convergent First Evacuate FBI Private BLS Local USAR,  Search Dog Hospital System is
Type 1 &1l Responders  surrounding Notification| Provider Bomb, Anti-  Request Overwhelmed by
Rescuers  Dispatched area Request Terrorist, ATF, convergent victims,
Arson and Casualty Collection
Red Cross Hazmat Units on Surgical Team Points Established,
Requested scene Requested DMAT Requested
e
W\
Unconventional Concepts, Inc. 54
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Medical DoD Combined EMS
Group On  Entry Team Resources

Video Tape Police Investigation Fire Dept. On Perimeter
Received Notified  Begins Scene Secured Established Scene  Developed — Staged
Video Tape  FBI Definitive Classified ICs HAZMAT On DMAT On Decon Med-Net
Reviewed Notified Action Activity Implemented ~ Scene Scene  Established Established
3 i
Begins Unified
Command
Established

15 Hours 7 Hours

24 Hours
35 Minutes 15 Minutes
Elapsed Time: 46 Hours 50 Minutes >
Unconventional Concepts, Inc. 55
World Trade Center Bombing
New York City
2/26/93 12:18 hours
Approx. Timeline for NYC*EMS
Response & Operations
12:18 00:29
2127197
1226 12:32 12:46 17:00
12:19 1221
1227 12:47 - 16:00 2030 2117
‘ ‘ ‘ T ‘ ‘
Operation continues to escalate.
15t patient 225 patients transported
Multiple 911 calls recieved for 1st unit transport off 5 geographic divisions established Operation Continues. 400 patients
explosion, many report on- scene Approx. 14:00 hrs mutual aid transported. All Divisions heavily
Event transformer. MCI response scene requested from surrounding counties | engaged. Relief of units commenced.
Occurs initiated & supervision assigned 15t supervisor on-scene and State of NJ . All MIA units on Haz/Mat Decon Sector secured
15t Unit Deployed coniree oot melconents Scene operating by 16:00 Power outages still hinder rescue
Incident Management Sys. Patient projections continue to escalate. | operation. Roof top (WTC1) Med-E-
All available oxygen and disaster Vac operations sill on-going.
caches requested to the scene. Tour 2
Reportof Train Station held over and Academy classes Operation Continues, But
collapse in basement of WTC cancelled with all members transported De-escalation is
to scene or placed in reserve units commenced. All divisions
still operational and treating
patients. Accurate patient
count is difficult due to
Operations continue. 300 patients numbers of patients will be
Chief Offcer (5OD1) assumes command of  on SRS FT RS SR RREES
MS response utilizing "WTC Command* 6th operational division established.
Preliminary report indicates hundreds of Civilians are stil being evacuated
patients and the need 1o estabish 3 geOgTaphic from buiding many sl apped.
divisions within the Incident Management Forward vertical ops established Acute event is secured. Incident
within 1 WTC & 2 WTC. Management System being re-tooled fo
Will hold with present assignment. extended operations. Units being retumec
to service. Interagency meetings being

held to discuss extended operations
resource requirments.

Unconventional Concepts, Inc.
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Involved Agencies

—

FEDERAL A
FEMA *FEDERAL
+CBDCOM 'FEDER’}'BI “EPA
PHS *FBI
“INTEL :ESQAS VA
+LOCAL *FEMA
+JSOC
FIRE “ACOM PHS
*POLICE .CBIRF «cbc
EMS +CBDCOM *LOCAL
*PROFESSIONAL ORGS “QRF" *FIRE

*EMS
*POLICE
*HOSPITALS

*EPA
*LOCAL
*FIRE
*POLICE
*EMS
*PUBLIC AFFAIRS

Unconventional Concepts, Inc.

Proactive Federal ResEonse

In the case of a Catastrophic incident . . .

— Primary mission is to:
» Save lives
* Protect critical infrastructure, property, and the environment
» Contain the event
» Preserve national security

— Standard assistance-request procedures may be expedited or
suspended

— Selected Federal response resources will mobilize and deploy and
begin necessary operations

— Notification/full coordination with States will occur, but the
coordination will not delay rapid deployment

Unconventional Concepts, Inc. 58
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P
Flexible Structure

* The JFO (Joint Federal Officer) structure adapts to be
responsive to various types of threat scenarios and
incidents including:

— Natural Disasters

— Terrorist Incidents

— Federal-to-Federal Support

— National Special Security Events (NSSES)

» All or portions of JFO structures may be activated based
on the nature of the threat or incident

Unconventional Concepts, Inc. 60

30



UCI 2007

Principal Federal Official (PFO)

JFO

Coordination Federal State Senior

Group Coordinating | Coordinating g?f?:;;?'s
Officer (FCO) | Officer (SCO,

JFO . . Chief of Staff External Affairs

Coordination

Staff

JFO Sections

Operations
Section

Safety Coordinator

Liaison Officer(s)

Infrastructure Liaison

Others as needed

Planning
S ]

Office of
Inspector General

Defense
Coordinating
Officer (DCO)

Finance/Admin

Logistics
SE{]

Coordination

Section
(Comptroller)

Emergency
Services Branch

Infrastructure

Situation Unit

Resource Unit

Documentation

Technical

and Planning
Branch

Resource
Management
Branch

| .
upport Branch ec ts Supply Branch
Community Information
Recovery and Demobilization rvices Br
Mitigation Unit

roc! nen
Unit

Cost Unit

Compensatio
Claims Ur

Branch .
Unconventional Concepts, Inc. 61
Field Level Regional National
Level Level
., Multiagency Coordination Entity Interagency
© = Strategic coordination JFO Incident
S = Prioritization between incidents and Coordination Managemen
S associated resource allocation Group t Group
5 = Focal point for issue resolution (IIMG)
S EOCs/Multiagency - Redional H and
= - . egiona omelan
=z Coordination Cent_ers Local State Joint Field Response SRy
£ = Support and coordination Emergency Emergency Office Coordination Operations
T = Identifying resource Ops Center Ops Center (GFO) Center et
8 shortages and issues (EOC) (EOC) (RRCC) (HSOC)
O = Gathering and providing
information National

= |Implementing multiagency i Response
2 goordlnatlon entity decisions Coordination
5 Incident Command Center
G " Directing on-scene (S [ ‘ (NRCC)
S emergency Area i
3 management Command
2 I 1
1S Incident Incident Incident
€ Command Command Command
8 Post Post Post

Unconventional Concepts, Inc. 62
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Pogulation As A Resgonder

* They are by far the most numerous and
available asset

— Also the most fickle and unpredictable
« Have the greatest interest in any response

* When properly prepared, planned for and
incorporated into a response plan the
population is the most valuable asset
you will ever have!

Unconventional Concepts, Inc. 64
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"KeyTssues Tn Working With The
i Population.

Preparedness
Communication
Planning
Integration

A

Unconventional Concepts, Inc. 65

PoEuIation Preearedness

* Who is the effected population?

— Demographics for your communities
* Young or old?
* Well educated or not?
» Percent with their own vehicles?

» What can they be expected to do?

» Teach them what to expect, and how to
react

* Include them in your plans

Unconventional Concepts, Inc. 66
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PoBuIation Communication

* What is the message/s that we must get
out?

— Bottom line, we don’t as much care what they
do, as long as it is predictable and consistent
So it can be planned for

— Hopefully, it will also be useful
 How do we get it out?

— Redundant and robust communications
* Discussed in more detail later
¢ Include social networks

Unconventional Concepts, Inc. 67

PoBuIation Planning

* How do they fit in to the overall “plan?”

* What needs to be done to prepare them,
and the responders, to respond?

* Have contingencies based on what the
population may do.

» Be able to adapt

Include the population as an asset, not
merely an impediment!

Unconventional Concepts, Inc. 68
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Pogulation Integration

» The population can be an asset in any response
or incident
— But it can also be a massive impediment
— “Responding would be so much easier if all these
people would just get out of the way!”
» Determine, in advance, what this resource is,
and plan on how to integrate it into the response

* Multiple levels of integration
— Simply stay out of the way
— Provide non-skilled support
— Provide skilled support

Unconventional Concepts, Inc. 69

Bottom Line Iin a Resgonse

It is a MANAGEMENT issue!

Unconventional Concepts, Inc. 70
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» There was early warning of the threat

» Existing plans were in place and not executed

» Over reliance on responders who weren't available
» Communications failed

» Military model of command & control implemented late
but effective

» The general population was not accounted for as a response asset
» No contingency plans existed

» Convergent responders were turned away

Unconventional Concepts, Inc. 71

e —
i OKlahomaCity

» Large scale incident

» By-standers and victims first to execute rescue

» Required an all hands response

» National Guard and Military self deployed to assist
» Military model for command & control was utilized

» Multi-state volunteer uncoordinated response

Unconventional Concepts, Inc. 72
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Unconventional Concepts, Inc.

73

countermeasures such *
as security and
infrastructure
protection

Conduct tactical ops to
interdict or disrupt
illegal activity

Conduct public health
surveillance, testing
immunizations and
quarantine for
biological threats

Pre-deployment of
response assets
Pre-establishment of
ICPs, JFO, staging  *

areas and other .
facilities
Evacuation and .

protective sheltering
Implementation of .
structural and non-
structural mitigation
measures

Notification

housing, food & water
Search and rescue
Evacuation

Emergency medical
services
Decontamination
following a WMD attack
Removal of threats to the
environment

Emergency restoration of
critical services

Unconventional Concepts, Inc.

Response Recovery
Examples
Prevention Preparedness Response Recovery
¢ Implement Emergency shelter, *  Repair/replacement of

damaged public facilitieg
(bridges, schools,
hospitals)

Debris cleanup &
removal

Temporary housing
Restoration of public
services

Crisis counseling

Programs for long-term
economic stabilization
and community recover

74
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"“National Incident Management
o oystem (NIMS)

» Based on the Incident Command System
(ICS)

— Grew out of need for managing forest fire
response in CA

« Based on Military concepts of
management

» Nationally Standardized Methodology

Unconventional Concepts, Inc. 75

" National Incident Management System
i (NIMS)

» Foundation for the National Response Plan (NRP)
published March 2004

» Standardized unified incident management
» Aligns:

» Command and control

» Organizational structure
» Terminology
» Communication protocols

» Resources and resource-typing

Unconventional Concepts, Inc. 76
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Relationship: NIMS and NRP

. . NIMS aligns command, control,
National Incident Management System  grganization structure, terminology,

(NIMS) communication protocols, resources,
& resource-typing to synchronize all
Used for all events levels of response

Incident NRP integrates
& applies Federal
resources,
knowledge, &
abilities before,
during, & after an
incident

IRESOQUJFCES)

State

Response
or Support

National Response Plan (NRP)

Activated Only for
Incidents of National

Unconventional Concepts, Inc. e
Significance

Response Escalation

<+——eConvergent response &—» \Xﬂ:lo

Regional Military

Crisis Response

Victims National

Multinational

Regional
Consequence
Local Management
Organized

Response

Bystanders

<4—Friction Points —————>

_ Individual

Population

»
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P
Unifled Command Element

Unified
Command
Element

First Responders will continue to provide operational services until
additional assets arrive. They will be functioning under a unified command
system composed of multiple agencies.

Operational priorities become the difficult issue due to various agency
conflicting priorities, i.e., attribution v intervention.

Unconventional Concepts, Inc. 79

» Complex operations over a large geographic area

» Requires significant resources

» Pre-planned missions

» Required training

Unconventional Concepts, Inc. 80
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http://www.dhs.gov/xlibrary/assets/NRP FullText.pdf

Unconventional Concepts, Inc. 81
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National Incident Management System (NIMS)
Standardized process and procedures for
incident management

NIMS aligns command & control, organization structure,
terminology, communication protocols, resources and resource
typing to enable synchronization of efforts in response to an

jaciCent incident at all echelons of government
DHS integrates
Local nteg
'Support or Respons and applies Federal Resources, knowledge,
R E resources both pre and and abilities from
State post incident independent Federal

Support or Response Depts. & Agencies

Federal
Support or Response

National Response Plan (NRP)
Activation and proactive application of integrated Federal
NRP is activated for resources
Incidents of National Significance
Unconventional Concepts, Inc. 83

P,
Roles

The NRP describes the roles and
responsibilities of:

« State, Local, and Tribal Responders

* The Department of Homeland
Security and other Federal T
Departments

» Nongovernmental Organizations |

e The Private Sector and Citizen &«
Groups

Unconventional Concepts, Inc. 84
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[ ]
NRP Federal Resgonse Partners

NATIONALS&E
COMMUNITY 85
SERVICEEEEE:

Unconventional Concepts, Inc. 86
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Emergency Support Functions (ESFs)
I

» The ESFs serve as the coordination mechanism
to provide assistance to State, local, and tribal
governments or to Federal departments and
agencies conducting missions of primary
Federal responsibility.

* Not all ESFs must be activated for any given
incident

» Sometimes activation is piece-meal and evolves
as the situation, or the awareness of it, evolves

Unconventional Concepts, Inc. 87

Emergencx Sueeort Functions

 Structure for coordinating Federal Interagency
Support for Incidents of National Significance

* Includes mechanisms used to provide Federal
support to States, and federal-to-federal support,
both for declared disasters and emergencies
under the Stafford Act and for non-Stafford act
emergencies.

* Provides structure and mechanisms for
interagency coordination during all phases of
incident management.

Unconventional Concepts, Inc. 88
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Emergency Support Functions

under the Federal Response Plan

ESF #1 Transportation F".-'-J ESF #7 Resource Support
Department of Transportation = General Services Administration
ESF #2 Communications ESF #8 Health and Medical
@ National Communications System Services
Department of Health and Human

ESF #3 Public Works and Services

Engineering ESF #9 Urban Search and Rescue
Department of Defense FEMA

U.S. Army Corps of Engineers

ESF #4 Firefighting
| Department of Agriculture m ESF #10 Hazardous Materials
Forest Service & Environmental Protection Agency

N

‘u

Federal Emergency Management Department of Agriculture
Agency (FEMA) Food and Nutrition Service

ESF #6 Mass Care
4| American Red Cross ﬁ ESF #12 Energy

gartment of Energy
Unconventional Concepts, In

ESF #5 Information and Planning . ESF #11 Food

E@iﬂﬁm

89

Incident Commandant Depuly Commissioner
System Deputy Police Commissioner

Heads of Primary Agencies of

Incident Management Team

all ESFs { Desk Officers)y Quick Response
{Operation Chieh Delhi Fire Services Feams
- MINI

- Inepanment of Kevenue Field workers at
vice — the time ol any

|>_|m|m et
- Daelhi Jal Board =
’ their ESF
- Department of Feosd and
Tuntivns

civil supply
- Municipal Corporation
 Delhi They are members

Deparment SCCOHM ! iy
Transpon Depariment

4 l
| Secondary Agencies |—I Iheze are the agencies coordinates
under various ESIs as per their

ahilitics

seeondary functions and

http://dcnorth.delhigovt.nic.infemersuppcentre.htm
Unconventional Concepts, Inc. 20
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Basic Plan

ESF #8 Fublic Heallh &
Bleealical Seesvivn

ESF #7 —Fesource Support
& Logi p¥ .
| EEF &5 PFAoss Core,

Elcrasisig % Huna Savess

Stabilizmaticn & FRecoweny

ESF #13 — L aoar
Easfimresancar

LIS R s — lntommadaca and
Pl
| EST A4 - Fieelghling,

| EEE #L4 — Eocenoauc

| ESF #12 - Ensrey

BEF &S —Fublhe Worlks &
Infrasbacture Suppot

ESF #2 - Ceanmmmuic adisats TETF #11 — Frewd amd
A g mea
ESF #1 - Transpoatation BEEF &10 — Hazm=adous
BIsterials
Emergency ESF#9 — Search and
Support Funcriom e
Annexes

TPrrinrabe Sertre
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| “Ffoier Safiety and Health

| Fimzarmial Tl s smmvren

Erewecge ey Pubilic: Inils o2
Ext Commns

Support

Snnexes

Aermammns mnd
e
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| ESF #LS - Fadiclogical

91
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Unconventional Concepts, Inc. 93

Incident Spectrum

Response to
Disasters

T

NUMBER OF
INCIDENTS

Local State Regional National
LEVELS OF GOVERNMENT INVOLVED IN THE RESPONSE

= SEVERITY AND MAGNITUDE OF —_—
DISASTER

Most disasters are handled by Local and State governments.

Unconventional Concepts, Inc. 94
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Layered Response Strateg

Capabilities and Resources

State Response
Regional / Mutual Response Systemss ———————————»

Local Response, Municipal and County

Categories of Escalating Contingency Threats

MINIMAL LOW MEDIUM HIGH CATASTROPHIC

Tornado Ice Storm Flood CAT3-4 LA Earthquake / New
Hurricane Orleans CAT 5 Hurricane

Influenza, food borne Anthrax, Pandemic Smallpox Bio-Engineered Agent

ilinesses, endemic plague plague with 1-2 cases | Influenza

Traffic Accident HAZMAT Spill Aircraft Dam Break Nuclear Plant Significant

Crash Incident
Unconventional Concepts, Inc. 95

e
The Operational Landscape

The landscape pertains to the environment in which
operations will be conducted. To be effective, the
response plan must take into account the physical
landscape, but also include an understanding of the
potential threat of escalation of the hazard, the affected
population and those with special needs.

Unconventional Concepts, Inc. 96
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on-ground commander to determine the best method of accomplishing
assigned tasks and to direct the action necessary to accomplish the

The primary goal of planning is not the
development of elaborate plans that
inevitably must be changed;
amore
enduring goal is the development of planners
who can cope with the inevitable change.

Unconventional Concepts, Inc. 97

Joint Operation

Complex operations consisting of:
> Diverse groups

» Varying capabilities

> Different missions

> Different operational cultures

» Different operational language

Unconventional Concepts, Inc. 98
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Military:

» Failure of the 1980 rescue attempt of the Iranian hostages.
» Multi-service
» Highly complex operation.

» Last minute, uncoordinated, short duration training and mission rehearsal
» Incompatible communication systems and unique service specific equipment

Civilian:

» Wild-land fires
» Multi jurisdictional
» Personnel provided and sourced from different and wide-spread departments
» Needed a system to standardize communications and equipment

Unconventional Concepts, Inc. 99

» Joint mission, joint service executed with little to no joint planning
» Highly complex operation
» Service competition

» Controlled by the top echelon

» Centrally planned and executed

» No joint training

» Unfamiliarity with equipment, standard operating procedures and
language

» Poor contingency planning

» Disastrous results  Unconventional Concepts, Inc. 100
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Principles of Joint Mission Planning

» Optimizing Span of control

» Understanding the operating environment

» Understanding the criteria for response

» Understanding the layers of response, and who is in them
» Understanding the roles and missions of responders

» Understanding responder capabilities

» Understanding policies and regulations pertaining to
the implementation of plan and use of response assets

“Constant Communication and Collaboration”

Unconventional Concepts, Inc. 101

Span of Control and Asset Management

The increasing complexity of incident management, coupled with the growing
need for multi-agency and multifunctional involvement in incident response,
has increased the need for a single standard incident management

system that can be used by all emergency response disciplines.

Some of the factors affecting emergency and incident management include:

Population growth and spread of urban areas.

Language and cultural differences.

More multi-jurisdictional incidents.

Legal changes mandating standard incident management
systems and multi-agency involvement at certain incidents.

YV VY

» Shortage of resources at all levels, requiring greater use of
mutual aid.

» Increase in the number, diversity, and use of radio
frequencies.

» More complex and interrelated incident situations.

» Greater life and property loss risk from natural and human caused
technological disasters.

» Sophisticated media coverage demanding immediate answers
and emphasizing response effectiveness.

» More frequent cost-sharing decisions on incidents.

Unconventional Concepts, Inc. 102
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Employmg An !c!lve, anerea Defense

» Homeland defense is an integral part of an active, layered
defense
» The openness of US society creates many points of vulnerability

» We cannot depend on passive or reactive defenses
»> Instead, we must seize the initiative from adversaries

» Active, layered defense entails global operations, encompassing
activities in (basically, intelligence):
» Forward Regions
» Approaches
» U.S. Homeland and territories
» Global Commons

» ltrelies on US asymmetric advantages
» Superior intelligence and information sharing
» Agile forces able to operate across land, sea, air, and cyber domains

» Close cooperation with US allies and other friendly nations and unity of
effort among domestic agencies

Unconventional Concepts, Inc. 103

Roles And Missions

In order to strive toward joint operations, we must know who the
responders are and what their roles and missions are. Most local
jurisdictions have adopted the national system of emergency support
functions. One area that is left out but critical to a response is the
convergent responder or the response by the local/affected

population.

Unconventional Concepts, Inc. 104
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Roles And Definitions

Federal Government:

Focused on the preparedness of the Nation
Provides legislation and policies

Provides large scale consequence management
Supports the efforts of the local responders
Provide assets if required

Conduct Planning, research and development

YVVVVYY

Local Responders:
» Provide the core effort of an organized response
» Request support from State agencies if required

Population:
» Always first on scene
» Most interested and affected by the outcome

Unconventional Concepts, Inc.

105

Strategies For Achieving Jointness

» Use the military model, but not necessarily the military, for the response

» Establish an effective command and control system
» Establish an effective communication system

> Institute an experimentation process

» Implement a joint exercise program

» Develop a common, relevant operational picture

» Use coordination tools

Unconventional Concepts, Inc.

106

53



UCI 2007

The Military And Joint Planning

The Military has established and used real joint planning and execution

of joint operations. There is an established hierarchy of command and they
have a proven method for joint planning. The military also has the requirement,
as directed by the Joint Staff, to conduct joint exercises and experiments.

In addition, they frequently lead in establishing joint requirements for new
technology.

Lessons learned from Iraq have now generated the requirement to assess
operations in an urban environment that involves the host nation’s population.
Planning must include the utilization of civilian population as part of

the operation to ensure mission success.

Unconventional Concepts, Inc. 107

Disaster On Green RamE

e 23 March 1994 at Pope Air Force Base, North
Carolina

» Worst peacetime loss of life suffered by the 82d
Airborne Division since World War I

e F-16 collides with C-130 in Mid-air

» F-16 hits ground, collides with C-141, and debris
from both crash in to personnel staging area

» 23 killed, and 80 severely injured

Unconventional Concepts, Inc. 108

54



UCl 2007

Rifis Range Roaq

109

Disaster On Green Ramﬁ

» A community response executed by trained, organized groups with
varied backgrounds and missions :

» Understood mission planning
» Established Command and Control

» Established infrastructure

» Demonstrated that training, solid command & control, and
supporting infrastructure can be adapted to unfamiliar mission
requirements

110

Unconventional Concepts, Inc.
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Unconventional Concepts, Inc. 111

Our Current Aeeroach

Unconventional Concepts, Inc. 112
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" The Common Operational Picture
N 01 © s —

Provides a holistic picture and situational awareness of an area of interest.
It provides key response leaders the ability to share critical information in a
distributed data network. Incorporating all critical information into a single
integrated picture provides the response community a significant advantage
and facilitates a coordinated and well executed response. When properly
implemented the COP:

» Reduces operational uncertainty

» Controls operational tempo

» Creates the opportunity to control dynamics, not react to them
» Reduces decision-making time

» Allows for a focused effort

» Allows more effective assessment progress

» Facilitates informatic%’rrl1 %%né'ﬁ%onal Concepts, Inc. 113

—

Military-based Coordination tools

» Response Playbooks
» Time Phased Force Deployment Plans

» Target books

Unconventional Concepts, Inc. 114
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Response Playbooks

» Off the shelf

» Threat focused

» Geography focused
» Flexible

> Tailorable

Unconventional Concepts, Inc. 115

Time Phased Force Deﬁlozment

« A method of planning the resources and
personnel needs of a mission based on a
timeline

* Provides for the identification of needed
resources, and automated movement and
logistics planning to meet operational
needs and predetermined timelines

Unconventional Concepts, Inc. 116
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Time Phased Force Deployment Plans

> Expedites force deployment

» Sets operational priorities

» Force availability data base

» Resource availability data base

» Lift/transportation data base

Unconventional Concepts, Inc. 117

Target Books

» Local response plans

» Infrastructure
» Critical nodes
» Response capability
» Logistics on-hand
» Space/locations to evacuate persons

» Culture/demographic
» Age
» Race
» Religion
» Special needs population

» Geography

Unconventional Concepts, Inc. 118
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U5 OF These Miary Concep T

» Tools and processes apply

» Training and infrastructure are lacking
— How many civilians are familiar with TPFD?

— We know more about North Korea than we do
about North Dakota

Unconventional Concepts, Inc. 119

Command And Control
I

Effective command and control provides the lead authority(s)
the ability to effect/execute operations efficiently and effectively.
This can be done with a realistic span of control and integration
of all available and expected assets.

» Publish an expected vision of success

» Delegation of tasks, responsibility and authority

» Clearly establish and assign areas of responsibilities

» Articulate desired outcomes

> Establish effective lines of communication

» Establish a mechanism for accountability

Unconventional Concepts, Inc. 120
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" The Fundamental Principles Of Joint
i JPlanning

» Understanding the types of missions
» Mission analysis

» Required task analysis

» Develop courses of action

» Course of action analysis

» Plan development

Unconventional Concepts, Inc. 121

T
Mission Analysis

Mission analysis starts with understanding the operating environment,

» How it impacts operations

Y

What is the threat

Y

What is the population and/or infrastructure

Y

How will the threat impact the population and or infrastructure

Y

What can be done to mitigate the impact

» How can we prevent additional impact

Unconventional Concepts, Inc. 122
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Task Analysis

Conducting an analysis of the required tasks required to accomplish overall
goals is essential to having a relevant plan. Tasks are broken into two
categories, specified tasks and implied tasks.

*Specified tasks:
«Stated in the mission tasking,
eprevent suffering
ereduce loss of life
eprevent additional damage

eImplied task:
«Supporting efforts for the specified tasks
etriage casualties
streat casualties
econduct evacuation
edecontaminate infrastructure

Unconventional Concepts, Inc. 123

Courses Of Action

Courses of action are developed by different
planning cells with representatives from the joint
response community and focus on task
accomplishment. Each course of action will be
dependent on the approach. Course of action
development also provides the foundation for
contingency planning.

Unconventional Concepts, Inc. 124
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Course Of Action (COA) Analysis

All potential participants of an operation must be represented in
this analysis. Agreement creates buy-in to the proposed plan
and an understanding of the desired outcomes. Criteria for COA
evaluations include:

» Does it accomplish the mission

» Is it feasible to execute

» s it supportable

» What is the risk

Unconventional Concepts, Inc. 125

The Plan

Each functional area is responsible for their part of the plan and

must focus on the accomplishment of the task(s). The plan must account
for the response criteria. These include the layers of response as well as
operational, logistic, and administrative responsibilities. The plan must be
executable in a decentralized environment and teams must understand the
entire plan and understand what their piece is.

»Plans must be proactive and should not merely be a summary of what has
happened. The End-state must be articulated clearly.

»Plans must account for all responders and resources

»Plans must be adaptable

»Plans must address how communications are going to be handled

»Plans must provide a common framework and command structure

»Plans must explain why we are conducting operations

»The plan must be executed with contingency plans in place for the unexpected

Unconventional Concepts, Inc. 126
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e Far CoTB AT W R
b

» Understanding who the key Organizations are
» Education

» Joint experimentation and exercises

» Open communication and information sharing

» Published lesson learned and resources

Unconventional Concepts, Inc. 127
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Unconventional Concepts, Inc. 129

T Open Communication And Information
i shanng

Open and available lines of communication facilitate
the sharing of information. Open communication will
maintain relationships and allow the response
community to operate effectively in a joint
environment. This also serves the purpose of
enhancing understanding of joint terminology and
reducing language barriers.

There should be a network response forum available
for ad-hoc meetings and virtual conferences

Unconventional Concepts, Inc. 130
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Communications

The be effective we must be able to communicate. Communication
systems must be redundant and accessible by all parties.

Key principles are:

» Standardization

» Compatible systems

Y

Published frequencies
» Use of existing infrastructure
» Use of common terminology

» Use of all forms of communications mediums

Unconventional Concepts, Inc. 131

Communications

* Must include
— Primary responders
— Convergent responders
— POPULATION!

Unconventional Concepts, Inc. 132
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Communication Mediums
I

» Static communication
» Non-Changing
»Print media

»Dynamic communication
» Information updated
continuously
»Radio and Television

» Deployable
» Radios
» Cell phones
» Blackberry/pagers

» Evolutionary
» Still have a limited bandwidth
» Not ubiquitous
» Not easily focused and
targeted

Unconventional Concepts, Inc. 133
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Education

» Education must start with the general population and needs to
encompass more than what to have in the way of stored medical
supplies, food and water. They must understand the response process
and be given the tools and knowledge to affect self help and support the
community overall efforts. Where do they fit in?

» Each layer of response must know how they are integrated with
overall plan

» Education requirements must be validated by the experimentation and
exercise process

» Education must be available via multiple means of delivery

Unconventional Concepts, Inc. 135

ExBerimentation

» Used to determine what the best, proper
or most effective means of response is

* Don’t know how to do it, but trying to
figure it out

* No “pass” or “fail” during experimentation
— Only learning

» Result is development of a procedure or
technology that then becomes SOP

Unconventional Concepts, Inc. 136
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Experimentation

Every operation has unique qualities and requires unique responses.
Each response agency has varying critical operational issues that

need to be addressed. To achieve a joint response capability, the

joint community needs to establish joint requirements and work towards
joint solutions. An experimentation process is the solution to achieve this.

» Test all aspects of a response in multiple environments
» Focus on a specific issue/task

> Review results

» Develop metrics of effectiveness

» Modify

» Retest

Results of experiments and the metrics must be the foundation for
R . Unconventional Concepts, Inc. 137
Joint exercises

Exercise

* Once a doctrine is determined, exercises
drill users and operators in how to perform
it

» Designed to not only teach skills, but
provide experience in their application

» Specific performance criteria are set, and
“pass” or “fail” measures are applied

Unconventional Concepts, Inc. 138
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P
Joint Exercises
I

Joints exercises include all participants that will be involved in a real-world
joint response. Exercises are not capability demonstrations, but instead
must be evaluated against the established metrics. The exercise planning
process must address each phase of the response and account for all
participant’s exercise objectives.

> ldentify exercise participants (Must include the population)

» Establish exercise objectives that address the goals of the exercise
participants

» ldentify scenarios that facilitate the achievement of objectives
» Measure effectiveness against the established metrics
» Conduct a comprehensive exercise review with published results

» Re-establish experimentation requirements

Unconventional Concepts, Inc. 139

P
Published Lessons Learned And Resources
e

» Establish a centrally assessable repository for critical lessons learned
> Develop an inventory of available assets

> Develop a network system that allows responders to access Subject
Matter Experts (SMEs)

Unconventional Concepts, Inc. 140
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Joint Experimentation And Exercises

By conducting joint experimentation and exercises we bring the entire
Joint response community together allowing:

» Formation of relationships

» Understanding of concerns

» Sharing ideas and issues

» Understanding roles and responsibilities

» Discussion of successes and evaluation of failure

Unconventional Concepts, Inc. 141

TOPOFF Exercises

» First done in 2000 in response to
Congressional mandate to DOJ

» Designed to involve and provide
experience to Top Officials in decision
making process in response to national
scale events

Unconventional Concepts, Inc. 142
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TOPOFF Exercise

« TOPOFF 1
— May 2000

- WMD
e Chem in Portsmouth, NH
* Rad in Greater Washington, DC
» Bio in Denver, CO

- TOPOFF 2

— May 2003

— International WMD
» RDD in Seattle
» Aerosolized pneumonic plague in Chicago
» Canada involved in operation

Unconventional Concepts, Inc. 143

TOPOFF Exercise

e TOPOFF 3
— April 2005
- WMD
— Involved both NIMS and NRP

— Emphasis on Intelligence
* Pneumonic Plague in NJ
* Mustard in New London, CN
* Included UK and Canada

Unconventional Concepts, Inc. 144
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T
.. Ihe TOPOFE series

» Joint exercises for the Nations Leaders

» Leaders were not involved in the planning process

» No training objectives established for the target audience

» More of a capabilities demonstration and entertainment

» No established metrics to ascertain effectiveness

> Little validated or valuable corrective action taken from lessons learned

» Same lessons learned each of the 3 conducted exercises

Unconventional Concepts, Inc. 145
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P——
Policies and Legislation

*Who can respond
*Authority to respond

*Who is in charge

Unconventional Concepts, Inc. 147

—
Important Disaster Legislation

« PDD 39
— US Policy on Counterterrorism

PDD 62

— Protection against unconventional threats to
homeland and Americans overseas

PDD 63
— Critical infrastructure protection

Model State Emergency Health Powers Act
Homeland Security Presidential Directives
National Response Plan (NRP)

Unconventional Concepts, Inc. 148
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Number

HSPD 1
HSPD 2
HSPD 3

HSPD 4

HSPD 5

HSPD 6
HSPD 7

HSPD 8

HSPD 9

HSPD 10

HSPD 11

HSPD 12

HSPD 13

HSPD 14

HSPDs

Homeland Security Presidential Directive

Title bate

Organization and Operation of the Homeland Security Council 29 Oct 01
Combating Terrorism Through Immigration Policies 29 Oct 01
Homeland Security Advisory System 11 March 02

[National Strategy to Combat Weapons of Mass Destruction]

(unclassified version) 11 December 02

Management of Domestic Incidents [Initial National Response Plan, 30

28 February 03
September 03]
Integration and Use of Screening Information 16 September 03
Critical Infrastructure Identification, Prioritization, and Protection 17 December 03
National Preparedness 17 December 03
Defense of United States Agriculture and Food 30 January 04
Biodefense for the 21st Century 28 April 04
Comprehensive Terrorist-Related Screening Procedures 27 August 04

Policy for a Common Identification Standard for Federal Employees and

Contractors 27 August 04

21 December
2004

Domestic Nuclear Detection 15 April 2005

Maritime Security Policy

HSPD-8

The basic premise of domestic preparedness

» Development of a national preparedness

goal

Federal assistance
Training

Citizen participation
Public communication

YV V.V V
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P —
HSPD-10

* Threat Awareness
— intelligence

* Prevention and Protection
— Non-proliferation

e Surveillance and Detection
— Warning and alert

» Response and Recovery
— Mass casualty care

Unconventional Concepts, Inc. 151
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Four Kex Rules for Jointness

Lose the ego

Forget traditions

Lose the lingo

Eat out of the same rice bowl

e

Maj. Mike Malone, USMC (RET)
Former S3, USMC CBIRF

Unconventional Concepts, Inc. 153

Summarx

» Disasters are, more than anything else,
management challenges

» Advanced planning and proper coordination are
key to an effective response

» The affected population plays a major role in
response; they are not just victims and part of
the problem, but a major part of the solution as
well

* Preplanning, preparedness and communications
are the cornerstones of effective response
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NOTHING REPLACES WELL
TRAINED, COMPETENT AND
MOTIVATED
PROFESSIONALS!
NOTHING!

PEOPLE ARE THE MOST
IMPORTANT ASSET AND
TECHNOLOGY ONLY
SUPPORTS THEM!

Unconventional Concepts, Inc. 155

Final Thought

We must all hang together, or
assuredly, we will all hang

separately.
Benjamin Franklin (1706-1790)
At the signing of the Declaration of Independence
July 4, 1776
Unconventional Concepts, Inc. 156
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